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WHAT IS CLIPSP?



CLIPSP.sys 7

« CLIiP = Client License Platform
« SP = System Policy
 Bunch of components:
* Clipc.dll — client
« ClipSVC.dll - RPC backend
* ClipSp.sys — Driver
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Past Work

* ClipSp:
» KiFilterFiberContext’s github
o https://github.com/KiFilterFiberContext/windows-software-policy
 Keyhole - https://massgrave.dev/blog/keyhole (published after our research)
 Warbird:

* Airbus-seclab’s warbirdvm analysis
o https://github.com/airbus-seclab/warbirdvm

* Alex lonescu’s EkoParty talk
o  http://publications.alex-ionescu.com/EkoParty/EkoParty%202017%20-%20The%20Bird%20that%20killed%20Arbitrary%20Code%20Guard.pdf

 DownWithUp’s blog
o https://downwithup.github.io/blog/post/2023/04/23/post9.html

« CVEs:
« CVE-2023-28273 (@ezrakle)
« CVE-2023-35362 (@ezrakle)
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Why?

» Looking for EoOP in windows driver

« Potential for Bug bounty

* Figure out what threat actors tend to do
« Curiosity!

* Importing in IDA looked like...
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% Please confirm

B output ' Chre\temp\ClipSp_april.sys: failed to load pdb info.

1CBBAC3CE: function entry has inval

D tto b for the pdb fil disk?
1C@BAC3D4: function entry has inval O you want to browse tor the pdb file on dis

1CBOAC3EG: function entry has inval Don't display this message again
1CBBACA28: function entry has inval
too many function entries with inve Vog Mo "

218 out of 1768 function entries h:
Applying fixups...
18. Creating a new segment (80000081CE0AES4E-BOBOBOO1CO0E0008) ... ... OK

I LFLY UJ_LIIE I LFLY LA l..l'l L ELE oy |

PDB: downloading http://msdl.microsoft.com/download/symbols/clipsp.pdb/EASFBCABCBCDALSDEF2C5AD3FR6EDARTL/clipsp.pdb = C
Could not find PDB file "clipsp.pdb’.
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loc_1CBBF500E :

; CODE XREF: ClipSpInitialize+69Tp
; DATA XREF: .pdata:80000001C00AC358T0
al, 22h
short loc_1CB8F5824
rcx
bl, 1

edi, [rbx+rcx-5DDC2BCAN]
rsi

db @C7h, ©A4h, @Blh, @DAh, 46h, 2Bh, 1Fh

db @Eh, 38h, @CFh, 3Ch

in

1] inthd  fastcall ClipSpInitialize(unsigned int al,  inthd a2) jno
il push
3| unsigned int v4; [/ ebx rol
g _ imted v5; ff rcx popfq
5| va - -1073741595; cmp
7| if ( dword_1C@@A7CBS || (dword 1CPBA7CBS = 1, (int)sub_1C003427C() >= ) ) FDPb
2 ins
9 if ( (int)sub_1C@P@14DB(&unk_1CPO62B08, &unk 1COBAGGFR) >=08 ) e
B
1 if ( (int)sub_1C08014D8(&unk_1C0863610, &unk 1CBOA69A8) >= 0 )
21—
3 v = ((_ inted ( fastcall #*)(_ inthd, inth4d, _QHIRD))loc__llCBBFEBBB)(VSJ a2, al);
4 sub_1C0001444(&unk_1CP863610, &unk_1COOAG9AB); .-
5 1 .
6 sub_1C0001444(8&unk_1C0062800, Sunk 1COBAGEFA); db
7 T in
8 } in
9 return v4; db
a [} xchg

| call

jbe
; mon

; CODE XREF: PAGEwx]:00000001C00F580AT]
A1h
al, dx
al, 58h
36h
eax, ebp
near ptr
short loc_ 1CB@F5876
word ptr ds:@FFFFFFFF86166427h[rax], es

db 8Ch, 3Ah, @CCh, @BFh, 61h, @EBh, 0C2h
dg BA89C25D356A4DPAER, 3202A1955C704D98h, @FBEGEDI6481B2A55h
dg 7C6F53AFE857111Eh, AEGES8CS3AFS8E7CDAh, 835738AB949C224Bh

ebp, 84B1C11Ah



v loc_ 1COBF5008 : ; CODE XREF: ClipSpInitialize+69Tp
: ; DATA XREF: .pdata:80000001C00AC358T0

| _dinted  fastcall ClipSpInitialize(u 824

i

B2 WD 00 =] ©n LN &= W ke = G WD 0D =] &N WA S LY el

unsigned int wv4; /f ebx
__inted v5; /S rcx

v4 = -1873741595;
if ( dword_1C@@A7CB8 || (dword_1Ce9|

if ( (int)sub_1C00014D0(&unk_1C60 ' , e

if ( (int)sub_1C08A14D8(&unk_1C

vh = ((inted ( fasteall T WEE . B L T L. 0090909090909
sub_1C@001444(&unk_1C0063610,

}
sub_1C00801444(&unk_1C0062B00, &
}

¥

return wvd;

; CODE XREF: PAGEwx]:8B000881C08F5680AT ]

076
FFFFF86166427h[rax], es

61h, @EBh, ©C2h

202A1955C704D98h, OFBEGED96481B2A55h

[ mow ebp, 84B1C11Ah



DEOBFUSCATION TIME!



Warbird 1L:DR;

» Microsoft proprietary Obfuscator
 Many obfuscation options
« Data structures (e.g communication w/ ClipSp)
« Self-modifying code
o Yes! In the kernel €%
e Syscall
o Decrypt/Re-encrypt
o Payload Execution ()
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3| unsigned int wv4; f/ ebx
41  inted wv5; ff rcx
5

& 6| vd = -1873741595;

® 7| if ( dword 1COBA7CEB8 || (dword 1CEBA7CB8 = 1, (int)sub 1C883427C() >= 8) )
CH I

& 9 if ( (int)sub_1C08e14D6(&unk 1C0062B00, &unk 1CBBAGEFB) »>= @ )
18 1

& 11 if ( (int)sub_1C00014D0(&unk 1C0063610, &unk 1COBAG9AR) »>= 0 )
12 1

& 13 vd = ((__inted (_ fastcall *)(_ _inted, inted, Qb

& 14 sub_ 100001444 (&unk 100063610, &unk 1COBAG9AR);
15 1

& 16 sub_1Ceeel1444(&unk 100062600, &unk 1CBBAGGFA);
17 1
18| }

& 19| return vid;

& 20 |}

avJol
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| inte4  fastcall ClipSplInitialize(unsigned int al, int6d a2)

{
unsigned int v4; ff ebx
__dinted v5; ff rcx

vl = -1073741595;
if ( dword_1CP@A7CB8 || (dword 1COBA7CB8 = 1, (int)sub 1C003427C() »>= 0) )

{
if ( (int)decryptl(&unk_1C0062B0@, &unk 1COOAGEFA) >= 0 )

{
if ( (int)decryptl(&unk_1C0063610, &unk 1COOAGIAR) >= 8 )

1
vld = ((__inted (  fastcall *)(_ inted, inted, OQWORD))do ClipSplInitialize)(v5, a2, al);
encryptl(&unk 108663610, &unk 1COBAG9AD);
¥
encryptl(&unk_1C0862B08, &unk 1COBAGGLFA);
¥
¥

return vd,




Yuck! (Feistel cipher)

L8

v26 = v23 ~ (WORD1(v19) * ROR4 (HIDWORD(v19) + v22, 18) - ROR4A (v22, 29));

v27 = v22 * ((unsigned  int16)vl9 * _ROR4  (v26 ~ HIDWORD(v19), 22) - _ RORA  (v26, 8));
v28 = v26 * ((unsigned  intl6)vl9 * (HIWORD(v19) ~ _ROR4 (v27, 15)));

v29 = v27 A ((v28 >> 9) + WORD2(v19) * _ ROLA (w28 ~ WORD1(v19), 3));

v30 = v28 ~ ROR4A_ (v29, 28) ~ (WORD1(v19) * _ ROR4 (HIDWORD(v19) * v29, 9));

v3il = v29 ~ (__ROR4  (v3®, 12) + (unsigned dintl6)vl9® * ROR4  (v3@ - HIDWORD(v19), 14));
v32 = v30 ~ ROR4 (v31, 11) ~ (HIWORD(v19) * _ROLA (v31 ~ WORD2(v19), 2));

v33i = vil * (v32 - WORD2(v19) - v19);

LODWORD(v186) = v32 * (WORD1(v19) * _ ROLA  (v33 ~ HIWORD(v19), 2) - _ ROR4 (v33, 18));
v34 = v33 A ((unsigned  int16)vl9 * _ROR4_ (v1@6 - HIDWORD(v19), 18) - ROR4A (v186, 9));
vZ2d = v118G;

v35 = &vlle;

v3ie = v11§;

HIDWORD(v106) = v34;
vi7 = (char *)vl4;

do
{

w38

= Fy3f++;
*( BYTE *)v35 = v3ig;

cisco



How to deal with the Binary Obfuscation”

* Dump the driver while loaded in memory?

« (Can’t, code is being re-obfuscated once function is over
» Reimplement the algorithm?

e Sure, but super tedious, multiple functions, weird API calls, etc.
« We’ll see that approach later....

 Lazy+smart move! Leverage existing code:

« Option 1: load the driver and call the function yourself (might fail due to certain kernel api...)
« QOption 2: Emulate the code and stub all the code we don’t need

cisco



Someone already did option 2!

See code at: https://aithub.com/KiFilterFiberContext/windows-software-policy/blob/master/clipsp-
unpack.py

Tl:dr:
* Use Quiling to emulate the driver + other Windows components necessary to load it
* Quling Framework does a lot of heavy lifting for us
« Slow to run, quick to implement
* Run through the init of clipsp and dump all the Mdl being allocated
* Problem: might miss some code, and pretty messy
 Let’'s improve it!

cisco
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Improving the Deobfuscation script

if ( (int)decryptl(&unk 1C0062B08, &unk 1COOAGG6FB) >= 0 )

{
if ( (int)decryptl(&unk_1C0063618, &unk 1COOAG9A8) >= 0 )

1
vd = ((__inted (_ fastcall *)(_ inted, inted, QWORD))do ClipSpInitialize)(v5, a2, al);
encryptl(&unk_ 108863610, Sunk 1CPBAL9AR);

L
encrvotl(&unk 1CB862B00. Sunk 1CEBALBGFE):

|dea:

1. Cross reference all the calls to decrypt1 function

Backtrack to recover the two arguments of the function call

List all the call to decrypti(arg1, arg2)

Use Quiling to execute all the instances of the decryption function
Dump the whole memory range, and import that in IDA

Sl 0 D

cisco



1. Cross reference calls to decrypt

@x01Caea14Da
@x01Ca88155C

deobfuscate 1 ea

deobfuscate 3 ea

det get unique keys(func ea):
skip section = [".pdata™]

res = {}
for ea in XrefsTo(func ea):

call site = ea.frm

if get segm name(call site) in skip_section:
print{"Skipping... " + hex(call site) +

in seg '

+ get_segm name(call site) )

continue
rcx = get register assignement(call site, "rcx” _
rdx = get register assignement(call site, "rdx")

print{"0x{:x}, @x{:x}, Ex{:x}“.Fﬂrmat[callLEite, rcx, rdx))
res[rcx] = rdx

return res

resl = get unique keys(deobfuscate 1 ea)

res2 = get unique keys(deobfuscate 3 ea)



2. Retrieve rcx and rdx (arg1 and arg?2)

# Only returns RCX and RDX
def get register assignement(ea, reg):

if reg == "rcx":

reg_val = procregs.rcx.reg
elif reg == "rdx":

reg_val = procregs.rdx.reg
else:

raise "Unkwnon reg”

# Should check we have a Lea but for now let's skip that check
for i in range(@, 28):
ea = prey head(ea)_
#print(ea)
if get operand type(ea, 8) == o reg:
if get operand value(ea, @) == reg_val:
return get operand value(ea, 1)

return None

lea
lea
call
test
js
lea
lea
call

t+aoact

y CODE XREF:
rdx, unk 1C80A66FS
rcx, unk 1C8862B68
deobfuscate 1
eax, eax
short loc 1C8BBD706
rdx, dword 1C00A69A0
rcx, stru 108863616
deobfuscate 1

a n B (b B
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3. List all the calls

resl

get unique keys{deobfuscate 1 ea)

res? = get unique keys(deobfuscate 3 ea)

print{"Decryptl™)
for k in resl.keys():

print{“"decryptl(qgl, Ox{:x}, Ox{:x})".format(k, resli[k]))

print{"Decrypt2™)
for k in res?_keys():
print{“"decrypt2(qgl, Ox{:x}, Ox{:x})".format(k, res2[k]

Skipping...
Decryptl
decryptl(ql,
decryptl(ql,
decryptl(qgl,
Decrypt2
decrypt2(qgl,
decrypt2(ql,
decrypt2(ql,

Bx1cB0adB2d in seg .pdata

Bx1cBB63618,
Bx1cBBodb68,
Bx1cBB62bba,

Bx1cBBbicch,
BxlcBBb3568,
Bx1lcoRedo0a,

Bx1cBBab9al)
Bx1cBBabdad)
Bx1cBBabefd)

Bx1cBBabbdd)
Bx1cBBab978)
Bx1cBBabelB)




4. Run the Qiling script

15 # See ClipSpInitialize

216 decrypti(ql, rcx, rdx):
217 gl.arch.regs.rcx = rcx
218 ql.arch.regs.rdx = rdx

gCanary:

ql.run(begin=0x001C00014D0 , end=0x01COEO1533)

ql.run(begin=0x001C0001740 , end=0x01COEO1794)

26 # See ClipSpUnInitilaize

227 decrypt2(ql, rcx, rdx):
228 ql.arch.regs.rcx = rcx
229 ql.arch.regs.rdx = rdx

__name__

gCanary:
gql.run(begin=0x01C000155C

ql.run(begin=0x01C00023dc

== "_main__":

, end=0x01Ce0015D1)

, end=0x01C0002442)

open("dump_

gCanary:

decrypti(qgl,
decrypti(ql,
decrypti(qgl,
decrypt2(ql,
decrypt2(ql,

decrypti(qgl,
decrypti(qgl,
decrypti(qgl,

decrypt2(ql,
decrypt2(ql,

#dump start =

#dump end =
dump_start =
dump_end =

f.write(data

0x1c009c810,
Ox1c009d860,
0x1c009bdes,
Bx1cO09cecO,
Ox1cO09c760,

Ox1chB09co990,
0x1c009d9en,
0x1c@09beso,

0x1c009do40,
Ox1cH09cBed,

OxI1COOF5000
Ox1Co109000

@x1c@0an9be)
0x1c00addbe)
@x1c@0an7ee)
0x1cOBadbse)
Ox1c00an98sy)

Bx1c@0an9be)
@x1c@0aodbe)
0x1c00an7om)

0x1cOBadbse)
Ox1c00an988s)

—

0x01C0001000 # start of text

0x01COOFbOBE # end of init
data = gl.mem.read(dump start, dump end - dump start)

in".format(dump start), "wb") as f:



4. Patch the bytes

dump_ start = Bx000081C0801008 # start of text
dump_end = ex01C010F088 # end of init

with open(“"dump {:x}.bin".format(dump start), “rb") as f:
data = f.read()

ida bytes.patch_bytes(dump_start, data)
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.. walt for it ...

loc_1CBBF5088:

- loc_1CBEF5824:

; CODE XREF: ClipSpInitialize+691p
; DATA XREF: .pdata:080000001C00AC358t0
al, 22h
short loc_1CB0F5824
rcx
bl, 1

edi, [rbx+rcx-5DDC2BCAR]
rsi

db ©C7h, ©A4h, @B1lh, BDAh, 46h, 2Bh, 1Fh
db @Eh, 38h, BCFh, 3Ch

db
in
in
db
xchg
call
jbe
mow

; CODE XREF: PAGEwx1:00000001CO0F508AT ]
41h
al, dx
al, 58h
36h
eax, ebp
near ptr
short loc_1CB0F5876
word ptr ds:OFFFFFFFF86166427h[rax], es

db 8Ch, 3Ah, @CCh, @BFh, 61h, @EBh, ©C2h
dg @A89C25D356A4DBAER, 3202A1955C764D98h, OFBEGED9IGA81B2A55h
dq 7C6F53AFE857111Eh, AE6ESCS3AFSE7CDAh, 835738AB949C224Bh

CIsCo
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5. Success

o B = T W o Ty Iy Ly

P Pod Prd B B Pod Pod fod =2 2 2 22222
bt [ W Y S IV N T e Y s s [ [ T Y i Wy N Ty i LY

oy

=

int v3; ff edi
__inted vb; // rax
g kernelCallbacks *p

_ int128 v8; // xmml COMPLETE

v3i = 8;
if ( lg state.field

) SA
{ & )
v3 = CLIP crypto i -t
if ((v3 <8 ) :giiiit, l

return v3;
if( (a3 &1) !=8
CLIP delete keys
if ( (a3 & 2) ==
FltInitializePus / K
CLIP update licens

g state.field 10 = ;i o=
;’ (a2) Bmhahahta'h*iﬁa!
1

a2-»>Clip5pClepSign = ClipSpClepSign;
a2-»>Clip5pClepkKdf = ClipSpClepKdTt;
al2-»>ClipSpAcRequest = ClipSpAcRequest;
aZ2->ClipSpAcHmac = ClipSpAcHmac;

a2-»ClipIsDevicelicensePresent = ClipIlsDevicel icensePresent:

| inted  fastcall ClipSpInitialize (  unused _ inted al, g kernelCallbacks *a2, char a3)

iCO



REVERSING TIME!



Reversing Plan

1. Understand how Windows communicate with the driver
2. Makes sense of data structures, logic, etc.
3. Keep an eye for potential vulnerabilities

cisco



Talking with the Driver

Part 1: the kernel

« Usually, we look for the creation of a device driver, search for IOCTL
* None of that this time

* Instead, driver exports the ClipSplnitialize function
« Takes one parameters that is used to store function pointers
« Ntoskrnl.exe calls it and initialize a global array of callbacks:

_inted ClipInitHandles()
1
g kernelCallbacks.ExUpdatelicenseData = ExUpdatelicenseData;
g _kernelCallbacks.nt SLQuerylicenseValue = (  int64)SLQuerylicenseValue ;
g _kernelCallbacks.nt ExUpdateOsPfnInRegistry = (  int64)ExUpdate0sPfnInRegistry;
g _kernelCallbacks.field 138 = ( intcd)SeExports;
ClipSpInitialize(@i6d, &g kernelCallbacks);
return wb_init stuff();

} 1SCO




Talking with the Driver

Part 1: the kernel

¥

if ( a2 )

{
a2->ClipS5pClepSign = ClipSpClepSign;
a2->»ClipSpClepkdft = ClipSpClepkdf;
a2->»ClipSpAcRequest = ClipSpAcRequest;
al2-»ClipSpAcHmac = ClipSpAcHmac;
al-»CliplsDevicelicensePresent = CliplsDevicelicensePresent;
al2-»ClipSpCreatelicenseEfsHeader = ClipSpCreatelicenseEfsHeader;
a2-»ClipCeate some EFS key blob from data provided = kernel call 287 create some EFS key blob from data provided;
aZ2-»ClipSplicensekfsHeaderContainskek = ClipSplicensekfsHeaderContainskek;
a2->»CLIP update license data for pfn_ = CLIP update license data for pfn_ ;
a2-»ClipS5pChecklicense = ClipSpChecklicense;
al-»isPortableWithSerialNumber = isPortablelithSeriallNumber;
al2-»ClipSpGetCurrentHardwarelD = ClipSpGetHardwareBinding;
al2-»ClipSpQuerylicenseValuefFromHost = ClipSpQuerylicenseValueFromHost;
a2->ClipSpInsertTBActivationPolicyValue = ClipSpInsertTBActivationPolicyValue;
a2 -»ClinSnGetPolicvWalneFromCache = ClinSnGetPolicvWalueFromCache must he twned:

« RE Trick: create a struct with the right size (51*sizeof(void*))
o This way you can Xref where the function will be used, rename them, etc cleco



Talking with the Driver

Part 2: Kernel-Userland interface

« Xref the callbacks to see how they are called
« ExpQuerySysteminformation (SystemPolicylnformation)
— ExHandleSPCall2 — ExHandleSPCall2-internal — ExHandleSPCall2Callout
— Do-SPCall2

« To talk with the driver, issue a NtQuerySystemiInformation call with SystemPolicylnformation
class

e command_ id variable used to decide which callback function to call.
* ....but the whole payload is obfuscated
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vap
vl
va2

- F

v79[2] <« 8;

= v79[3];

(v79[1] | ((*v79 | ((*(v79 - 1) | (*(v79 - 2) << 8)) << 8)) << 8)) ™ v66;

warbird funcs size 1 = v79[1] | ((*v79 | ((*(v79 - 1) | (*(v79 - 2) << 8)) << 8)) << 8);

w3

v79[5] | ((v79[4] | ((v81 | v88) << 8)) << 8);

encrypted size without xor aligned = (size t)(v79 + 8);
warbird key size 1 = v&3;

vad
vah
vab

vd/7 =

vao
Va9
vae
vl
va2
Va3

vad =

vas

w359

Va6
va7

(unsigned  intl6)warbird key 2;

v82 ™ warbird key 2 ~ HIDWORD(warbird key 3) "~ w83 * v76;

(v85 »> 8) * (WORD2(warbird key 3) * (v85 "~ WORD1(warbird key 3))) ™ v82;

(WORD1(warbird key 3) *  ROR4 (HIDWORD(warbird key 3) - v86, 11) - ROR4_(v86, 12)) "~ v85;
((unsigned  intl6)warbird key 2 * ROL4 (w87 ~ HIDWORD(warbird key 3), 8) - _ ROL4A _ (v87, 2)) " v86;
__ROR4__ (v88, 9) "~ (HIWORD(warbird key 3) * ROR4 (v88 - warbird key 2, 4)) ™~ v87;

(_ ROR4 (w89, 4) + WORD2(warbird key 3) * ROR4 (warbird key 2 - vB89, 18)) ~ v88;

(WORD1(warbird key 3) * ROL4 (HIWORD(warbird key 3) ™~ v98, 4) - _ ROR4_ (v98, 16)) "~ v89;
= 30i64;
((unsigned  intl6)warbird key 2 * (WORD1(warbird key 3) ®~ v91) - _ ROR4_ (v91, 7)) " v98;
16164;
(v93 - warbird key 2 - HIWORD(warbird key 3)) ~ v91;
= 16i64;

va8 =

va9

__ROR4 (w95, 11) ~ (WORD2(warbird key 3) * ROR4 (warbird key 2 - v95, 9)) * v93;
(unsigned  int8 *)warbird funcs size 2;

(WORD1(warbird key 3) * (v96 - WORD2(warbird key 3)) - (v96 »> 13)) ~ w95;

(unsigned  int8 *)v3i63;

warbird funcs 1 = (PVOID)v363;
vlee = (v98 »» 15) ~ (vB4 *  ROL4  (v98 - WORD2(warbird key 3), 3)) " v96;

do



Encryption Decryption
Plaintext Ciphertext

| Hn--1 | |-I"|+1 |

Feistel Rounds

« Same functions used for
encryption/decryption

» Order is reversed for decryption

 Function Fn doesn’t have to be
invertible



https://en.wikipedia.org/wiki/Feistel_cipher#/media/File:Feistel_cipher_diagram_en.svg
https://creativecommons.org/licenses/by-sa/3.0

WARBIRD REGS? WARBIRD KEY?

« Feistel Cipher
 The OxAO-sized buffer is a list of operation that were executed to encrypt the data
 Tells the other side how to decrypt
 The 8-byte key is fed to the Feistel functions

 The Warbird material in the inner payload is used by the kernel to encrypt the reply
 The Warbird material in the outer payload is used to decrypt

cisco



Where to get the algorithm / key material?

1. Find a binary that calls the clipsp API and rip it out!

1. Grep for clip/license/system policy strings

2. wilidsvc.dll! DevicelicenseFunctions::SignHashWithDeviceKey
2. Use hex-ray to copy the encryption/decryption algorithm
3. Keep the same key/warbird material

cisco



Summary - Communication w/ Driver

Using NtQuerySysteminformation and SystemPolicylnformation class
Nested/obfuscated payloads with variable [length,data] fields

One of the field is a command_id, that defines the expected fields
Warbird material is passed around for encryption/decryption of payloads

Ry

cisco



S0, what does CLIPSP do”?



1L:DR;

« System Policy / License Value
* NtQueryLicenseValue — ClipSpQueryLicenseValue
« Tons of keys (e.g. notepad.exe: Security-SPP-GenuinelLocalStatus)
« EFS
« Encrypted Filesystem
« Keys, headers, etc.
» Device attestation
« Hardware binding
« HMAC/Signature
« Windows Application Licenses (UWP)
« Actual License
* Cryptography material

cisco



How to find this Info?

* ClipSp has no symbols, but other dlls/binaries may...
* Ntoskrnl has tons of symbols, including functions calling ClipSP callbacks...
« Grep for warbird constants to find other binaries calling into ClipSp / SystemPolicy
« Time travel ®
o Symbols were available ~1 year ago (c.f. keyhole blog)
 Many calls to logging give function / variable names away
 Wrapper around EtwWriteTransfer
» Last two variables are n_entries and an array of EVENT_DATA_DESCRIPTOR
« Ptr to event description w/ function name and variables

cisco
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73
74
75
76
77
78
79
a6
81
82
83
84
85
86
a7
88
89
98
91
92
93
94
95
96
97
98
99
L a8
1@l
182
183
1 @4
185

1
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v19 = w18 [/ Header;
if ( g_log context » 5 && should log(&g log context, Ox200000000000i64) )

{

¥

return v1@; |U5erData: struct EVENT DATA DESCRIPTOR v3@[11]; // [rsp+806h] [rbp-8@h] BYREF

v2b = v19;

v3e[2].Ptr = &v25; // Count

w27 = v19;

v3@[3].Ptr = &v26; // gqDurationTotal_ms
v3B[4].Ptr = &v27; // gDurationMin_ms
v3B[5].Ptr = &v28; // rDurationMax_ms
v3B[6].Ptr = &HeaderSize; /! sKeylIdsSize
v3B[7].Ptr = &sKeyIdsSize 1; // FekSize
v3B[8].Ptr = &v24; // LicenseEfsHeaderSize
v3B[9].Ptr = &Header; // Result
v3ie[18].Ptr = &v29; // PartA PrivTags
v28 = vl19;

v25 = 1i64;

*8§y30[2].Size = 8i64;

*&y30[3].Size = 8i64;

*&y30[4].5ize = 8i64;

*&v30[5].5ize = 8ib4;
HeaderSize = skeyldsSize;
*&v3B[6].5ize = 4ib4;
skKeyIdsSize 1 = FekSize;

*8v30[7].5ize = 4ibd;
v2d = 8;
*&v3B[8].5ize = 4ibd;

LODWORD(Header) = v1@;

*&y30[9].Size = 4i64;

v29 = @xlooopooiod,

*8v30[10].Size - 8i64;

CLIP log stuff(&g log context, dword 1CO864E7D, w17, @xBu, v3@);
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: 0000000 1CEB64AETD 4
: 0BBBRR1Ce6AETD
1000801 Ce064E81
: 006801 Ce64ESS
1 000801 Ce064E89
: 0B0BBR01Ce06AESE
1 0008001 Ce064ESC
: 0BBBBRR1Ce64AEAS
100080001 Ce064EAF
: 06BBR01Ce064AERB3
: 00000001 Ce064EE4
: 0B0BBBRR1Ce6AECE
1 00000 1CORe4AECA
: 00BBR01Ce6AECE
1 00080001 Ce064EDE
: 0BBBR01Ce86AEDF
1 00080001 Ce064EED
: 06BBBR01Ce06AEFS
100000001 Ce0e4ERS
: 00BBBRR1Ce6AEFS
1 BBl Ce0e4Fal
:boBBeRR1Cee64Fa2
1 00000001 CeRe4AFBA
:bBBBBRR1Ce06AFEE
1000801 Ce064F20
:bBBBeRe1Cee64F21
1000001 Ce064F28
: bBBBBRR1Ce864F29
100000001 CeRe4F2A
: bBBBBRR1Ce864F39
100000 1CeRe4F3A
: 0BBBBR01CE864F 3B

i+ duced 1CAAGAETD[ A7 1
dword_1C8864E7D| dd 58Bh
dd @
dd ©B2800028h
dw 8688h
db e
aClipspcreateli db 'ClipSpCreatelicensebEfsHeader',8
aCount_7 db 'Count’',®
dd 88888889h
db 86h
aQdurationtotal & db "qDurationTotal ms",®©
dd 88888889h
db 88h
aQdurationminMs_6& db 'qDurationMin_ms®,B
dd 88888889h
db 86h
aRdurationmaxMs & db ‘rDurationMax ms',8
dd 88888889h
db 88h
aSkeyidssize db 'sKeyldsS5ize',®
db 8
aFeksize 1 db 'Fek5ize',®
db 8
alicenseefshead ® db 'lLicenseEfsHeaderSize',8
db 8
aResult 18 db 'Result’,®
db 88h
db @Eh
aPartaPrivtags 19 db "PartA Privlags®,®
db ©Ah
db &
; int dword 1C8864F3B[27]

; DATA XREF: ClipSpCreatelicensebEfsHeader+1CAlo

Function Name

Variables




See Logs

// See https://github.com/Biswa96/TraceEvent/tree/master

//Enable logging, first command needs Admin privileges

C:\re\tools\TraceEvent.exe -S yolo -g {b4bl26de-32fe-4591-9ac5-b0778d79a0e7}
C:\re\tools\TraceEvent.exe -1 yolo

// GUID provided when registering ETW context via EtwRegister



https://github.com/Biswa96/TraceEvent/tree/master

We RE for a while...



08880008
08880008
88880608
geeeooe
geeeeed
geeeeBes
geeeRBRs
geeeRBRs
geeeeele
BBeBee18
BBeBBe13
B80Bee 28
BBeBRB 23
080Bee38
080Bee35
08eBoele
08eBae4ds
08880858
080Baa535
0888068
08880068
geBBeRes
088Ba86s
geeeea/e
geeeea’/s
geeeea’/s
geeeRBse
08e0RBs8s
geeeea98
BB8BBBe93
BB8eBeBAR
BBeBBBAS

AAAaEGars D

g _kernelCallbacks struc ; (sizeof=08x198, ma

; Al

; C
field @ dd ? Hp-{
field 4 dd ?
ClipSplsWinPortableWithSerialNumber dgq ?

; X

; C
probably collect hardware info for bindings

; Al
ClipSpGetlicenseChallenge dg ? ; A
ClipSpRemovelicense dqg ? ; A
ClipSpUpdatelicense dqg ? ; Al
CLIP delete keys dqg ? 3 X
ClipSpDoNothing dq 2 3 X
ClipSpFree dg ? 3 X
ClipSpDecryptFek dg ? H{
ClipSpDecryptFekEx dq ? H{
ClipSpCreateDirectorylicenseHeader dg ? ; X

ClipSpCreatefilelicenseHeaderAndKey dg 2

{
3
ClipSpQuerylLicenseStatusForApp dgq ¢ H{
; Q
ClipSpGetBaseContentKeyFromLicense dg ? ; Xl
ClipSpGetAppPolicyValue dg ? H{
s C
2
ClipSpGetlLicenseExpiryInfo dg ? ; Al
ClipSpGetBaseContentKeyFromkKeyID dg ? ; Al
ClipSpDebuglnfo not impl dgq ? ; Al
ClipSpClepSign dq ? ; Al
ClipSpClepkdf dqg ? ; Al
ClipIsDevicelicensePresent dg ? ; A

« i

HadddAc
88860066
88860888
88860aCo
08800aCe
88800aCa
8886006
88880808
888600 ED
08880 ES
088608 F6
888000 F0
88880aFa
88880aFa
088608 Fa
88860166
88800100
888801038
88860116
088808118
88860126
08800128
88860130
88880138
08800146
88880148
88880150
88888158
88860160
08880168
88680176
88888178
88860130
08880133
888680196
RABRAT9R

3

SpCanfppLaunch dg ? ;
ClipSpCreatelicenseEfsHeader dg ? ;

; Llip

XREF
XREF

ClipCeate _some EFS key blob from _data_provided

ClipSplicensebEfsHeaderContainskek dg ?
CLIP update license_data_for_pfn__ dg ?
ClipSpChecklicense dq ?
isPortablelithSerialNumber dg ?
ClipS5pGetCurrentHardwarelID dq ?
ClipS5pQuerylicenseValueFromHost dq ?

fae hae hae hae has hae has b

ClipSpInsertTBActivationPolicyValue dg ?

ClipSpGetPolicyValueFromCache dq ?

fme e hae haa haa

ClipSpUpdateImdsResponse dg ?
ClipSpAcRequest dg ?
ClipSpAcHmac dg ?
nt_ExUpdatelicenseData dg ?
nt_SLQuerylLicenseValue dq ?
nt_ExUpdateOsPfnInRegistry dg ?
nt_SeExports dg ?

field 140 dq ?
field 148 dq ?
field 158 dq ?
field 158 dq ?
ExpTimeRefresh dg ?
field 168 dq ?

ClipS5pQuerylicenseValue dqg ?
ExUpdateOsPfnInRegistry dq °?
field 188 dg ?
ExSetlicenseTamperState dg ?
ExUpdatelicenseData dq ?

g kernelCallbacks ends

han bhae has has bms b b

XREF
XREF
XREF
XREF
XREF
XREF
XREF

Quer

XREF
Clip
XREF
sub_
XREF

XREF
XREF
XREF
XREF
XREF
XREF
XREF



SystemPolicylnformation — command_id

- SPQuerylicenseValue

- SPUpdatePolicies

- SPAuthenticateCaller
2Py

- SPWaitForDisplayWindow
- 77

- 227

22 - SPFileUsnQuery

23 - SPFilelntegrityUpdate
24 - SPFilelntegrityQuery

ot = L TNy [ S R
I

180 - SPUpdatelicense
181 - SPRemowvelicense

104
185
186
107
189
11@
111
112
113

- SPEfsHeaderContainsFek

- SPGetlicenseChallenge

- SPClipSpGetBaseContentKeyFromlLicense
- SPClipSpGetBaseContentKeyFromKeyID

- SPIsApplicensed

- SPDebuglicense (not implemented?)

- SPDeleteKeys

- SPClepSign

- SPClepKdf

204
285
206
207
208
209
218
211
212

Update license data for PFN
SPCheckLicense

SPGetCurrentHardwarelID

?? EFS Create key blobs ??7?
SPGetAppPolicyValue

??? Get time info for keyholder ??7?
SPAcRequest

SPAcHmac

? some IDMSLicensingIntegration check ?

cisco



License blob

CCCCC



License Blob

What does it do?

« Multiple usages:
» Device configuration / device ID
« Application license for app store
o Key material
o Lease
O
* Automatically installed behind the scene
« On UWP app start if license is expired and connected to the internet
* Error messages:
 License is expired
* |nvalid device id
« etc.

cisco



License Blob

How does it work?

« |nstalled via command_id 100 (SpUpdateLicense)
« Serie of TLV (Tag, Length, Value) entries
* Not documented, XML mapping gives some variable names
 Map: Tag — Internal Index
 Most of the data is loaded into an array
« Sighed
» License Type — different signing authorities
 Hardcoded public keys

cisco



type @ is the whole blob minus the hash I think

type 1 probably expiration date

type 2 maybe start date

type 3 expiration for device bound license

type 4 clep blob used for signing, supposedly device signing key (material?)
type 5 DevicelID the license is bound to

type 7 is what becomes the key name in regs[@] (maybe hash/uniqueID of something)
type 8 LicenseHardwareBinding

type 18 id of sub-license probably for content key

type 14 pfn

type 15 license info (type, usage, ...)

type 16 1llv buffer of encrypted key material (likely stored in {D73E®1AC-FS5AB-4D80-928B-33C1920C38BA})

type 18 device id

type 21 Public key (RSA1 or ECC) (see 8xP01CBOFD35B )

type 22 keyslot stuff: n_entries; (type, data) ... (type, data) -> typel is wstr, type2 is a depth or something
type 23 keyholderID probably list of keyholder license (point to the next and next and ...)

type 24 signature type and hash

TETIL SRS L LF R eurna W s s g TR T

License type conversion <17, 1» ;
License type conversion <18, 2> ;
License type conversion <19, @CDh> ;
License type conversion <8, 14h>
License type conversion <18, 18h>»
License type conversion <11, @>
License type conversion <24, @CCh>
License type conversion <9, BCFh>»
License type conversion <12, 12Eh>
License type conversion <13, @D5h>
License type conversion <28, 8Ddh>
License_type conversion <21, 8DCh» cisco
License type conversion <22, @DDh>
License type conversion <23, BDEh>»

)} License type conversion <1, 1Fh>»

; DATA XREF:

; license con
License type conversion <2, 8D3h» ;
License type conversion <3, 28h> ;
License type conversion <4, 12Dh> ;
License type conversion <5, 8D2h» ;
License type conversion <6, 8D1lh> ;
License type conversion <7, 8CBh>» ;
License type conversion <3, @DBh» ;
License type conversion <14, @CEh> ;
License type conversion <15, 8C%h> ;
License type conversion <16, @CAh> ;
License type conversion <17, 1> ;

e me fe e e e e e e e LA b E



License blob

Stored in registry

HKLN\SYSTEM\CurrentControlSet\Control\{7746D80OF-97E0-4E26-9543-26B41FC22F79}
« Key used by Clipsp to store data

* Only accessible to SYSTEM
« PsExecb4.exe -s -i regedit

— Used for running regedit as SYSTEM

cisco



License blob

Stored in registry

« Subkeys:
« {A25AE4F2-1B96-4CED-8007-AA30E9B1A218} — License data
« {D73EQ1AC-F5A0-4D80-928B-33C1920C38BA} — ContentKey ?
« {59AEE675-B203-4D61-9A1F-04518A20F359} — AppPolicy1 ?
« {FB9F5B62-B48B-45F5-8586-E514958C92E2} — AppPolicy2 ?
« {221601AB-48C7-4970-BOEC-96E66F578407} — Key timeinfo (expiration/start date)

cisco



Vulnerabllities
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Vulnerability 1

Parsing the license.....

CCCCC



while ( 1)
{
cur_tlv entry = &LicenseData[cur offset];
entry size = cur_tlv entry-»entry size,
if ( entry _size >= BxFFFFF || cur_offset + entry _size > LicenseDataSize )
return STATUS TNVALID PARAMETER;
status = license validate entry(&LicenseData[cur offset], LicenseDataSize - cur offset);
if ( (status & ©OxB0000000) != 0 ) [/ bad
return status;
idx = license convert type(cur tlv entry->type);// Bxce -»> type 14 -» pfn
if ( idx < 25 )
{
idx_ = idx;
License-»entries[idx ].entry size = cur_tlv entry-»entry size;
License-»entries[idx ].entry field2 = cur_tlv _entry-»>field 2;
License-»entries[idx_].entry ptr = &cur tlv_entry->first byte;

if ( idx == 24 ) [/ type 8xCC aka signature
break;
)
cur_offset += 8;
if ( idx ) [/ case B (aka 8x14 in license file) is the whole blob minus the signature blob

goto NEXT ENTRY,
CONTINUE_IF MORE_DATA:
if ( cur_offset »= LicenseDataSize - 8 )
return status; // no more data
¥

License-»>LicenseData_ = LicenseData;
License-»entry_of _type 24 = cur_tlv entry; // store pointer to signature
ExFreePoolWithTag noTag(0i6d);
status = 9;
cur_offset += 8;
MNEXT ENTRY:
cur_offset += cur_tlv entry-»entry size;
goto CONTINUE_IF_MORE_DATA,;

1
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CHECK_SIG:

sig len = LicenseStruct get some size for type2d(lLicense);
sig data = LicenseStruct get some ptr for type2d(lLicense);
status = License validate signature(
context-»alg SHA256,
hKey,
bcryptFlags,
License-»LicenseData_,
LODWORD(License-»entry of type 24) - LODWORD(License-»LicenseData ),// length
&deviceld details,
UNUSED ARG(),
sipg data,
sig len);
status = status_;
if ( status_ »= @ )
1
License-»license status bitmask &= ~(CLIP LICENSE INVALID SIGNATURE;
goto DONE;
¥
if ( status_ != STATUS INVALID SIGNATURE )
goto DONE;

INVALID STGNATURE:

-

License->license status bitmask |= CLIP LICENSE INVALID SIGNATURE;
status = @;
goto DONE;



Yep! Signature bypass



Signature Bypass

 Two problems:
« (Can append data after the signature, license blob still valid

« |If a tag was already loaded, it can get overwritten if the same tag appears again
« (Consequences:

« Tamper with license content
o Legitimate license can be dumped from the registry,
« Change expiration date, encryption keys, hardware bindings, ...
 Change device id
« Increased attack surface &3

cisco



-XpIring notepad...

o ¢

| 2

(RECYCIEEIMENTEPOTTTXT

C:\Windows\System32\cmd.e X

Z:\poc>|

lsgeafefie
(dBgeering

(LEMPESTG DA

>

i CCESSCHKO™

(Winoh)eXE nse.. poc_clep_
IESEXECOAEXE bound_lic
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Vulnerability 2

Let’s have a look at the device id....

CCCCC



During Device License Install...

if ( (License-»license status bitmask & CLIP LICENSE HARDWARE ID OUT OF TOLERANCE) == @ )
1
version for typel7 via deref clepstuff = License get version for typel7 via deref clepstuff(License);
ptr for clep typel7 = License get ptr for clep typel7(License);
status = ReleaseKeyFromEncState internal(UNUSED ARG(), ptr for clep typel7, version for typel7 via deref clepstuff, &hKey);
if ( status < @ )
goto DONE;
deviceldSize = License get DevicelDSize(license);
status = CLIP allocate buffer(deviceldSize , &deviceldBuffer);
if ( status < @ )
{
v3 = deviceldBuffer;
goto DONE;
¥
deviceldSize 2 = License get DevicelDSize(license);
deviceldSize 3 = License get DevicelDSize(License);
deviceld ptr = License get DeviceID(License);
v3 = deviceldBuffer;
some_memcpy probz(deviceldBuffer, deviceld ptr, deviceldSize 3);

}

entrysize for typed = LicenseStruct _get entrysize for typed(License);

CIsco



00 =] O LA P L a2

= e e e
e P Ny )

00 =] o LA Ll R

= e e e
e T Ny Sy !

| int64  fastcall  spoils<rax,rcx» License get DevicelDSize(lLicenseStruct *license)
{
__inted result; // rax
unsigned  intlée *entry ptr; // rcx
result = license-»entries[5].entry size;
if ( !license-»entries[5].entry size )
1
entry _ptr = license-entries[l18].entry ptr;
if ( entry ptr )
return *entry_ptr; [/ read first word
¥
return result;
¥
| _inted  fastcall  spoils<rax,rcx» License get DevicelID(LicenseStruct *al)
1
__inted result; f/ rax
__inted entry ptr; ff rcx
result = al-»entries[5].entry ptr;
if ( !result )
{
entry ptr = al-»entries[18].entry ptr;
if ( entry ptr )
return entry ptr + 2; [/ returns buffer after the 2-bytes size field
¥
return result;
¥




O0OB-Read!
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O0OB-Read in Device ID Field

« Two OOB-reads:
« Size field can be read out of bound
o If the data provided for entry[18] is less than 2 bytes.
» If not, the deviceld data can be read out of bound as well
o If size provided is larger than length of entry[18] buffer

cisco



But walt. There’'s more!



if ( (License->license status_bitmask & CLIP LICENSE_HARDWARE ID OUT OF TOLERANCE) == @ )
{

version for typel7 via deref clepstuff = License get version for typel7 via deref clepstuff(lLicense);
ptr_for clep typel7 = License get ptr for clep typel7(License);

status = ReleaseKeyFromEncState internal(UNUSED ARG(), ptr for clep typel7, version for typel7 via deref clepstuff, &hKey);

if ( status < @ )
goto DONE;
deviceld5ize = License get DevicelDSize(License);
status = CLIP allocate buffer(deviceldSize , &deviceldBuffer);
if ( status < 8 )
{
v3 = deviceldBuffer;
goto DONE;
h
deviceldSize 2 = License get DevicelDSize(License);
deviceldSize 3 = License get DevicelDSize(lLicense);
deviceld ptr = License get DeviceID(License);
v3 = deviceldBuffer;
some_memcpy probz(deviceldBuffer, deviceld ptr, deviceldSize 3);

h

entrysize for typed = LicenseStruct get entrysize for typed(License);

cisco



Double Fetch!
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OOB-Write in Device ID Field

 The size of Deviceld is read multiple times
* One for malloc
* One for memcpy
« Race condition during the double fetch
* Need to read size field OOB
« Swap value between reads
« On success, memcpy could lead to heap overflow (allocated_size < copied_size)

cisco



-Xploitation strategy

1. Create a license file with junk data so it’s large and page-aligned
2. Add a Deviceld field at the end of the license blob

1. Make the size field of Deviceld is OOB
3. Perform heap feng-shui so an object we control lands right after the license

1. Can use CreatePrivateNamespace and CreateBoundaryDescriptor
2. Good edge case: Alloc size % 0x1000 is bigger than OxFEO
4. Spam Create/Destroy Namespace while installing license
1. Bad luck: BSOD
2. Neutral: nothing
3. Good: OOB Write
CIscCoO



Debug in Windbg

Sxi sse

// log size before calling malloc
ba e 1 clipsp+OxOFEC78 "r $tl1l = @ecx; .echo ;

// log size before calling memcpy

ba e 1 clipsp+0xfecaf "r $t2 = @r8d; .echo -

g.f(
J




File View Break... Time... Model Scripti... Source Mem... Exten... Coﬁ...
' I ) 2tep Out () Ztep Out Back Restart . ? .’
| | Back i
Break Go 171 Ser o) | 17 Sep o Bac o Stop Debugging Settings Source Assembly  Local Feedback
+ |} StepOver () StepOverBack Back & Detach Help ~

F tro Reverse Flow Contro End Preference Help
Disassembly - £ X
Address: |@$sc0peip | Follow current instruction
fffff803°48224608 nop dword ptr [rax+rax] El

nt!DbgUserBreakPoint:
803748224610 int 3
803748224611
803748224612 int 3
803748224613 int 3
803748224614 int 3
803748224615 int 3
803748224616 int %
803748224617 int 3
803748224618 nop dword ptr [rax+rax]

nt!DbgBreakPointWithStatus:
803748224620 int E]
803748224621

nt!DbgBreakPointWithStatusEnd:
{803~ 48224622 int 3
fffff803° 48224623 int 3
803748224624 int 3
803748224625 int 3
803748224626 int 3
803748224627 int 3
fffff803° 48224628 nop dword ptr [rax+rax] E]
Command - ;f X
* If you did not intend to break into the debugger, press the "g" key, then %
* press the "Enter” key now. This message might immediately reappear. If it *
* does, press "g" and "Enter™ again. x
* *

2 3 e 3 6 3K e Kk K ke 3 K i ke 3 kK 6 K0k K Ok 3Kk 3k Ok i O 3k 3k K i 3Kk 3k i 3K 8 3k O 3K O K Ol kO 3K K i K i K k3K 8 K08 3K ko 3k Ok K oK ok koK ok

nt!DbgBreakPointWithStatus:

803748224620 cc int 3

Q: kd> sxi sse

©: kd> ba e 1 clipsp+Ox@FEC78 "r $tl = @ecx; .echo ; g;"

0: kd> ba e 1 clipsp+@xfecaf "r $t2 = @r8d; .echo ------- ; -if ($t1 < $t2) {.echo ------ ; -echo wo0000000000’

0: kd> g

Break instruction exception - code 80000003 (first chance)
e 24 2 24 2K 26 3 26 K 2k 3 e 3 e 3 O i O ok oK 3K o6 K R 3 ok 3K ok 3k Sk i o i e ik 3Kk 3k o8 K ok 3k ok ok ok 3k ok ok ke ke ki 3 ok ok 3k ok ok ok K ok 3k ok ok ok sk o ok ok ok ok K ok ok

K| ]

0]

[l
=]

wniieww|Debuggee is running. ..

File Edit View VM Tabs Help [ | B D Yl

1>
o

-

== L& i8 O

[} win-11-eval

g8

|

RECYCIEIE MNP OTEOT (OTI3GSIEXE

o)
gilagstrdil

(UEVEENTENTEDT || ESTCa D)

EU DAY E TGP0 30k

ClipSp_ntqu...
- Shortcut

go.bat

xédiﬂ:g Winobj.exe

poc_license....

poc_misc_... bound_lice... poc_cl
" Windows 11 Enter
-4 Windows

Build 22621.ni_r,

B
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File View Break... Time... Model Scripti... Source Mem... Exten... Coﬁ...
' I ) 2tep Out () Ztep Out Back Restart . ? .’
| | Back i
Break Go 171 Ser o) | 17 Sep o Bac o Stop Debugging Settings Source Assembly  Local Feedback
+ |} StepOver () StepOverBack Back & Detach Help ~

F tro Reverse Flow Contro End Preference Help
Disassembly - £ X
Address: |@$sc0peip | Follow current instruction
fffff803°48224608 nop dword ptr [rax+rax] El

nt!DbgUserBreakPoint:
803748224610 int 3
803748224611
803748224612 int 3
803748224613 int 3
803748224614 int 3
803748224615 int 3
803748224616 int %
803748224617 int 3
803748224618 nop dword ptr [rax+rax]

nt!DbgBreakPointWithStatus:
803748224620 int E]
803748224621

nt!DbgBreakPointWithStatusEnd:
{803~ 48224622 int 3
fffff803° 48224623 int 3
803748224624 int 3
803748224625 int 3
803748224626 int 3
803748224627 int 3
fffff803° 48224628 nop dword ptr [rax+rax] E]
Command - ;f X
* If you did not intend to break into the debugger, press the "g" key, then %
* press the "Enter” key now. This message might immediately reappear. If it *
* does, press "g" and "Enter™ again. x
* *
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nt!DbgBreakPointWithStatus:

803748224620 cc int 3

Q: kd> sxi sse

©: kd> ba e 1 clipsp+Ox@FEC78 "r $tl = @ecx; .echo ; g;"

0: kd> ba e 1 clipsp+@xfecaf "r $t2 = @r8d; .echo ------- ; -if ($t1 < $t2) {.echo ------ ; -echo wo0000000000’

0: kd> g

Break instruction exception - code 80000003 (first chance)
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No exploit, why :’(

Challenges in exploitation

 PagedPool vs NonePaged | =
* Not as much info?
« We need to “control” the fir
* Lots of APIs will add he:
o PipeAttributes and Wk
 Copy of string tend to b{
o Might be enoughifdi .,
 We need to race the malloc
* NtCreateTransactionMai

* On the plus side, MS doesr L. TEp— :
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No exploit, why :’( ?

Challenges in exploitation

« PagedPool vs NonePaged pool
* Not as much info?
 We need to “control” the first 1-2 bytes of the data, and most of the content thereafter
» Lots of APIs will add header to the data
o PipeAttributes and WNF_STATE_DATA won’t do
« Copy of string tend to be transient
o Might be enough if done right?
 We need to race the malloc/memcpy
* NtCreateTransactionManager is probably too slow as a primitive ®
* On the plus side, MS doesn’t care and pays bounties...
« Kernel Access violation is enough (https://aka.ms/windowsbugbar)
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POC
: 1ve me Catﬂl“
No exploit, wh wEe E

Challenges in exploitation

y;}lgget dis

« PagedPool vs NonePaged p«
* Not as much info?
 We need to “control” the firs
« Lots of APIs will add heac
o PipeAttributes and WNF
« Copy of string tend to be
o Might be enough if doi
« We need to race the malloc/
« NtCreateTransactionMani
. On the plus side, MS doesn’ .. %
 Kernel Access violation is enough (https://aka.ms/windowsbugbar)

> content thereafter

CIsco



More bugs...

CCCCC



Findings!

Reporting:

Everything has been reported to Microsoft over 90 days ago

Fixed in July

Advisories available on Talos blog
o https://talosintelligence.com/vulnerability reports

CVEs:

CVE-2024-38062
CVE-2024-38184
CVE-2024-38185
CVE-2024-38186
CVE-2024-38187
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Next Steps

CCCCC



VWhat can be done with this?

» Regular EoP, but also Sandbox escape from LPAC container
« LPAC = Less Privileged Application Container
» Used to isolate browser content pages, parsers, ...
 Tampering with License files
« Changing device id
« Changing expiration dates for licenses
« etc.
« Self-modifying kernel code is probably a bad idea...
» See https://downwithup.github.io/blog/post/2023/04/23/post9.html

cisco


https://downwithup.github.io/blog/post/2023/04/23/post9.html

Remaining attack surface

« EFS (Encrypted File System)
« Other System Policy objects
* Azure Integration ?
» Feature flag in the ntoskrnl, maybe sign of active development

cisco



Going beyond ClipSP

* Other Warbird Obfuscated Dlls:
 Ci, peauth, ...
 PlayReady
« Other surprising attack surface via NtQuerySystemInformation

« Ex: SystemControlFlowTransition (syscall for Warbird)
o CVE-2024-20698
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CONCLUSION



Conclusion

* Obfuscation can hide trivial bugs

Makes it an interesting attack surface to look at from offensive perspective
Tradeoff with how difficult it is to deobfuscate

Elevation of privileges are a key aspect of modern exploitation
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THANKS!

Questions/comments:
@phLaul




@ blog.talosintelligence.com @ @talossecurity

TALOSINTELLIGENCE.COM




thank vou!

@ blog.talosintelligence.com @ @talossecurity

TALOSINTELLIGENCE.COM
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