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Caught in the wild
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Who am I
Tiny little exploit hunter within Google Threat Analysis Group

▄︻デ══━一  
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Why am I here
Who invited this guy?

Why did I say yes?
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Ethics
Just one slide, I promise you
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From a thread on mastodon
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Plan for today

●            Overview of the 0-day industry 🙃
●            Discovery
●            Delivery
●            Exploits
●            Post exploitation
●            Future
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Discovery
How are exploits discovered? Secret🥫
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Watering hole 🕳
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Motivations
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T-1
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T-0

🥳
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😈
🤔
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Typosquatting ✏
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Same iOS exploit chains on tibct.net
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Detection 󰞤🥫
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CVE-2022-0609 󰏭
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One-time links ⏰🏃 
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Crashes 🍿🙃
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🤔
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Entry point: 2 suspicious crashes from reernaimage[.]com -  ¯\_(ツ)_/¯ 

SafeBrowsing: Automatic crawling noticed iframe loaded from obedientsupporters[.]com

28



reernaimage[.]com��
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Public repositories 📦
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Discovery
Many more but no  🕑

Delivery
aka what’s happening before the exploits
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Server side fingerprinting 🤠
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Client side fingerprinting ☝
Javascript 🤮 WebGL 🤮🤮🤮
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Exploits 🎯

Renderer

Sandbox

PrivEsc
PAC/V8 heap sandbox

Kernel 
protection

🔍 🔍
🔍

#

🔍

39



Trends in browser RCE 📢
Public ~= private research
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PAC/V8 heap “sandbox” bypasses ♻
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https://github.blog/security/vulnerability-research/from-object-transition-to-rce-in-the-chrome-renderer/
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Half-day 📅
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“Silent” intent redirect vulnerability to the rescue
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Proper sandbox escape 🏖 

48



49



Trends in LPE 🎯
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CVE-2023-42824 🍎📎
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Post-exploitation 📬
What’s happening after the exploits? 🕵
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Cleaning up 🗑
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😂 
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Implant 💀 
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👴
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More or more challenging.

🚀
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Future 🔜
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All bugs will matter
🐞🪲🐛
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Browsers  🔄  Messaging apps
0-click and 1-click
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Stay safe 🤗
0day-in-the-wild@google.com 🙏 😉 
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