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Versions

* New mechanism: Direct Mapping
* | egacy versions: <v1.14.x
* New version: v1.16.0
* Reported and patched: June-July 2023.
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rbpf runtime memory layout
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Legacy Data Exposure

Accounts serialization

il CANONICAL_IDX :

CODE I8 IS SIGNER :

A IS_EXECUTABLE :

o B ORIGINAL DATA LEN :

KEY
OWNER

; LAMPORTS
STACK / DATA_LEN
DATA :
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RENT_EPOCH
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SERIALIZED ACCOUNT1 IS EXECUTABLE .

5 ORIGINAL_DATA_LEN :

SERIALIZED ACCOUNT2 (DUP OF 0) | KEY :
‘ OWNER :

LAMPORTS
‘ DATA_LEN
DATA :
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AccountSharedData0
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Lamports : ub4d

-
-

Data : Arc<Vec<u8>>
Owner : Pubkey
Executable : bool
Rent_Epoch : Epoch

CANONICAL_IDX
ALIGNMENT_PAD



Legacy Data Exposure

Accounts serialization

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE :
ORIGINAL_DATA_LEN :
KEY :
Ante OWNER

LAMPORTS
AccountSharedData0

DATA_LEN
Lamports : u6sd

DATA :
RESERVED DATABUF :
Data : Arc<Vec<u8>>
Owner : Pubkey

ALIGNMENT_PAD
RENT_EPOCH

Executable : bool
Rent_Epoch : Epoch

AccountSharedData1

Lamports : u64

SERIALIZED ACCOUNTO CANONICAL IDX :
IS_SIGNER :

SERIALIZED ACCOUNT1 IS EXECUTABLE :

S ORIGINAL_DATA LEN :

SERIALIZED ACCOUNT2 (DUP OF 0) . KEY :
W, OWNER :

LAMPORTS

DATA_LEN

DATA :
RESERVED_DATABUF :
ALIGNMENT_PAD :
RENT_EPOCH

Data : Arc<Vec<u8>>
Owner : Pubkey
Executable : bool
Rent_Epoch : Epoch

CANONICAL_IDX
ALIGNMENT_PAD




Legacy Data Exposure

Accounts serialization

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE :
ORIGINAL_DATA_LEN :
KEY :
OWNER

LAMPORTS

DATA_LEN

DATA :
AccountSharedData0 RESERVED DATABUF :
ALIGNMENT_PAD :

RENT_EPOCH
Lamports : ub4d

Data : Arc<Vec<u8>>
Owner : Pubkey
Executable : bool

Rent_Epoch  : Epoch SERIALIZED ACCOUNTO CANONICAL IDX
IS_SIGNER
SERIALIZED ACCOUNT1 IS_EXECUTABLE

‘ ORIGINAL_DATA_LEN
AccountSharedDatat o, OWNER :

LAMPORTS
DATA_LEN
Lamports : ub4d DATA :
Data : Arc<Vec<u8>> RESERVED_DATABUF :
Owner : Pubkey ALIGNMENT_PAD :

Executable : bool RENT_EPOCH
Rent_Epoch : Epoch

CANONICAL_IDX
ALIGNMENT_PAD




Legacy Data Exposure

Accounts serialization

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE :
ORIGINAL_DATA_LEN :
KEY :
OWNER

LAMPORTS

DATA_LEN

DATA ;
AccountSharedData0 RESERVED DATABUF :
ALIGNMENT PAD :

RENT_EPOCH
Lamports : u6sd

Data : Arc<Vec<u8>>
Owner : Pubkey
Executable : bool

Rent_Epoch  : Epoch SERIALIZED ACCOUNTO CANONICAL IDX
IS_SIGNER
SERIALIZED ACCOUNT1 IS_EXECUTABLE

‘ ORIGINAL_DATA_LEN
SERIALIZED ACCOUNT2 (DUP OF 0) 5 KEY -
AccountSharedDatat ", OWNER :

LAMPORTS
DATA_LEN
Lamports : u64 DATA :
Data : Arc<Vec<u8>> RESERVED_DATABUF :

Owner : Pubkey ALIGNMENT_PAD
Executable : bool N RENT_EPOCH

Rent_Epoch : Epoch

CANONICAL_IDX
ALIGNMENT_PAD




AccountSharedData0

Lamports : u6sd
Data : Arc<Vec<u8>>

Owner : Pubkey
Executable : bool
Rent_Epoch : Epoch

AccountSharedData1

Lamports : u64
Data : Arc<Vec<u8>>
Owner : Pubkey

Executable : bool
Rent_Epoch : Epoch

Legacy Data Exposure

Accounts serialization

SERIALIZED ACCOUNTO

SERIALIZED ACCOUNT1
SERIALIZED ACCOUNT2 (DUP OF 0) Ky

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE :
ORIGINAL_DATA_LEN :
KEY :
OWNER
LAMPORTS
DATA_LEN
DATA :
RESERVED_DATABUF :
ALIGNMENT_PAD :
RENT_EPOCH

CANONICAL_IDX

IS_SIGNER
IS_EXECUTABLE :
ORIGINAL_DATA_LEN :
KEY
OWNER
LAMPORTS
DATA_LEN
DATA :
RESERVED_DATABUF :
ALIGNMENT_PAD :
RENT_EPOCH

CANONICAL_IDX
ALIGNMENT_PAD




Legacy Data Exposure
Accountinfo construction “ P

Key : &Pubkey

Lamports : Rc<RefCell<&mut u64>>
=l Data : Rc<RefCell<&mut [u8]>>
' Owner : &Pubkey
Rent_Epoch: Epoch
Is_Signer : bool
Is_Writable : bool
Executable : bool

Accountinfo0

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE
ORIGINAL_DATA_LEN :
KEY L
OWNER
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Write permission check
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Legacy Data Exposure

Write permission check

* Account fields are only writable if the Account is marked as writable in the instruction
e Only the account Owner can modify Owner / Data fields

 Owner can only be modified when data == "\O' * len(data)

 Lamports can be increased by anyone

e Lamports can only be decreased by Owner

o Sum of Lamports in all accounts passed to tx must remain consistent after execution
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Legacy Data Exposure

Commit
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IS_SIGNER : ACCOUNTO Owner _ Executable  : bool
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Commit
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Legacy Interoperability

cpi (cross-program-invocation) call

account cache
with Pubkey

CODE

translate
AccountMeta @01,
Is_Signer
Is_Writable

translate
. Accountinfo0 Accountinfo

Accountinfo1
Key_ Addr

\ 4

AccountMetal[0]

Key : &Pubkey
Lamports : Rc<RefCell<&mut u64>>
Data : Re<RefCell<&mut [u8]>>

Key : &Pubkey
Lamports : Rc<RefCell<&mut u64>>
Data : Re<RefCell<&mut [u8]>>

Accountinfo0

accounts : &[Accountinfo]

Owner : &Pubkey
Rent_Epoch: Epoch

Owner : &Pubkey
Rent_Epoch: Epoch

Is_Signer :bool Lamports_Addr Is_Signer :bool
Is_Writable : bool Data Addr . Is_Writable : bool
Executable : bool accounts : &[Accountinfo] N Owner Addr Accountinfo0 Lamport/ Data RefCell ggR Executable : bool

Rent_Epoch

Is_Signer

Is_Writable
guest Executable

addr

Accountinfo0 Lamport / Data RefCell
g Accountinfol Lamport / Data RefCell
gueSt ptr Accountinfo2 Lamport / Data RefCell

guest ptr

3. resolve data / ptrs

CallerAccount

Lamports : &mut u64
Owner : &mut PubKey
Original_Data_Len : usize
ACCOUNT1 Owner Data : &mut [u8]
Lamports |
Data g VM_Data_Addr : ub4d
Ref To_Len_In_VM : &mut u64
Serialized_Len_Ptr : *mut u64
Executable : bool
Rent_Epoch : ub4

SERIALIZED Key
ACCOUNTO Owner

Lamports
Data

SERIALIZED Key

ACCOUNTO Owner
Lamports

Data

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE -
ORIGINAL_DATA_LEN :
KEY :
OWNER

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE =
ORIGINAL_DATA_LEN :
KEY :
OWNER

host ptr

SERIALIZED Key

LAMPORTS LAMPORTS

DATA_LEN

DATA -
RESERVED_DATABUF :
ALIGNMENT_PAD
RENT_EPOCH

DATA_LEN
DATA :
RESERVED_DATABUF :
'\ ALIGNMENT_PAD
B RENT_EPOCH

l SERIALIZED
ACCOUNT2
(DUP OF 0)

INPUT .
valldate. writes 5.
and update serialize into
Outermost Insn VM Memory VM memory CPI VM Memory

AccountSharedData0 | AccountSharedData1

Lamports : ubd Lamports : ubd

Data : Arc<Vec<u8>> | Data : Arc<Vec<u8>>
Owner : Pubkey Owner : Pubkey
Executable : bool Executable : bool
Rent_Epoch : Epoch Rent_Epoch : Epoch

TransactionContext




Legacy Interoperability

cpi (cross-program-invocation) call

2.
1. AccountMeta T
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AccountMeta W01, with Pubkey
AccountMeta[0] > Is_Slqner
Is_Writable
Key : &Pubkey 3. Key : &Pubkey
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Data : Rc<RefCell<&mut [u8]>>
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\
~
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.
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’
’
’
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IS_SIGNER
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ORIGINAL_DATA_LEN :
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ORIGINAL_DATA_LEN :
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LAMPORTS SERIALIZED Key Original_Data_Len : usize i
DATA_LEN ACCOUNT1 L:’:]V;:rfts | Data : &mut [u8] g
g‘E\;AERVED_DATABUF Data i VM_Data_Addr : u4 DATA
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Legacy Interoperability

cpi (cross-program-invocation) call
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5

serialize into
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Legacy Interoperability

cpi (cross-program-invocation) call

2.
1. AccountMeta lookup per-tx
translate account cache
LU HER Pubkey with Pubkey
AccountMeta[0] > Is_Slqner
Is_Writable
Key : &Pubkey 3. Key : &Pubkey

Lamports : Rc<RefCell<&mut u64>>
. translate
Data : Re<RefCell<&mut [u8]>> . Accountinfo0

Lamports : Rc<RefCell<&mut u64>>
Data : Rce<RefCell<&mut [u8]>>

Accountinfo0

accounts : &[Accountinfo]

Owner : &Pubkey
Rent_Epoch: Epoch
Is_Signer :bool
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Accountinfo0 Lamport / Data RefCell -1 A Executable : bool

Rent_Epoch: Epoch ’
Is_Signer :bool
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Executable : bool

Key Addr :
Lamports_Addr
Data_Addr
Owner_Addr
Rent_Epoch
Is_Signer
Is_Writable
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addr

accounts : &[Accountinfo]

Accountinfo0 Lamport / Data RefCell
mm Accountinfo1 Lamport / Data RefCell
gueSt ptr Accountinfo2 Lamport / Data RefCell

Y

guest ptr

3. resolve data / ptrs

CANONICAL_IDX SERIALIZED Key CallerAccount SERIALIZED Key CANONICAL_IDX
IS_SIGNER ACCOUNTO Owner ACCOUNTO Owner IS_SIGNER
IS_EXECUTABLE : Lamports Lamports IS_EXECUTABLE :
ORIGINAL_DATA_LEN : Data host pt Lamports : &mut u64 Data ORIGINAL_DATA_LEN :
CK)SVYNER ' \ 3l Owner : &mut PubKey SSVYNER '
LAMPORTS SERIALIZED oKiner Original_Data_Len : usize LAMPORTS

DATA_LEN ACCOUNT1 Lamports | Data : &mut [u8] DATA_LEN

DATA S ‘s VM_Data_Addr : U4 DATA

RESERVED_DATABUF
ALIGNMENT_PAD -
RENT_EPOCH

RESERVED_DATABUF
ALIGNMENT_PAD -

Ref To Len_In_VM : &mut u64d )
B RENT_EPOCH

Serialized_Len_Ptr : *mut u64
Executable : bool
Rent_Epoch 1 ub4

l SERIALIZED
ACCOUNT2
(DUP OF 0)

INPUT .
validate. writes 5.
and update serialize into
Outermost Insn VM Memory VM memory CPI VM Memory

AccountSharedData0 | AccountSharedData1

Lamports : ubd

Data : Arc<Vec<u8>>

Owner : Pubkey

Executable : bool Executable : bool
Rent_Epoch : Epoch Rent_Epoch : Epoch

TransactionContext




Legacy Interoperability

cpi (cross-program-invocation) call

Key
Lamports
Data
Owner

Rent_Epoch:

Is_Signer
Is_Writable
Executable

: &Pubkey
: Rc<RefCell<&mut u64>>
: Rce<RefCell<&mut [u8]>>

: &Pubkey
Epoch

: bool

: bool

: bool

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE

KEY
OWNER

LAMPORTS

DATA_LEN
DATA

guest ptr

ORIGINAL_DATA_LEN :

RESERVED_DATABUF

ALIGNMENT_PAD
RENT_EPOCH

AccountMeta[0]

Accountinfo0
accounts : &[Accountinfo]

Accountinfo0 Lamport / Data RefCell
mm Accountinfo1 Lamport / Data RefCell
Accountinfo2 Lamport / Data RefCell

SERIALIZED
ACCOUNTO

SERIALIZED
ACCOUNT1

8 SERIALIZED
ACCOUNT2
(DUP OF 0)

INPUT

Outermost Insn VM Memory

1.
translate
AccountMeta @ 111Gl : Pubkey
N Is_Signer : bool
Is_Writable : bool
3.
translate
Accountinfo

Key_ Addr :
Lamports_Addr
Data Addr

EEEEE—— Owner_Addr
Rent_Epoch
Is_Signer
Is_Writable

guest Executable

addr

3. resolve data / ptrs
CallerAccount

Lamports : &mut u64

host ptr Owner : &mut PubKey
Original_Data_Len : usize
Data

VM Data Addr

Ref _To_Len_In_VM
Serialized_Len_Ptr
Executable
Rent_Epoch

: &mut [u8]
: ub4

: &mut u64
: *mut u64
: bool

: ub4

2,
AccountMeta T

account cache
with Pubkey

4.
validate writes 5.
and update serialize into

AccountSharedData0

: ubd

: Arc<Vec<u8>>
: Pubkey

: bool

: Epoch

Lamports
Data

Owner
Executable
Rent_Epoch

Data

Lamports

Owner
Executable
Rent_Epoch

VM memory

AccountSharedData1

: ubd

: Arc<Vec<u8>>
: Pubkey

: bool

: Epoch

TransactionContext

STACK

Accountinfo0

accounts : &[Accountinfo]

SERIALIZED Key

Accountinfo0 Lamport / Data RefCell 1.

Owner
Lamports
Data

ACCOUNTO

CPI VM Memory

y
’
.
’
’
’

: &Pubkey

: Rc<RefCell<&mut u64>>
Data : Rc<RefCell<&mut [u8]>>
Owner : &Pubkey

Rent_Epoch: Epoch

: bool

: bool

: bool

Key
Lamports

Is_Signer
Is_Writable
Executable

guest ptr

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE

ORIGINAL_DATA_LEN :
KEY -
OWNER

LAMPORTS

DATA_LEN
DATA :
RESERVED_DATABUF :

Ml ALIGNMENT_PAD

B RENT_EPOCH




Legacy Interoperability

cpi (cross-program-invocation) call

2.
1. AccountMeta lookup per-tx
translate account cache
AccountMeta @ 111Gl with Pubkey
N Is_Signer —
AccountMeta[0 q
[0] Is_Writable
Key : &Pubkey 3. Key : &Pubkey
Lamports : Rc<RefCell<&mut u64>> translate Lamports : Rc<RefCell<&mut u64>>

Accountinfo0

accounts : &[Accountinfo]

Data : Rc<RefCell<&mut [u8]>>

Accountinfo

Owner : &Pubkey |

SR | Accountinfoz

Is_Signer :bool
Is_Writable : bool
Executable : bool

Owner : &Pubkey
Rent_Epoch: Epoch
Is_Signer :bool
Is_Writable : bool

Accountinfo0 Lamport / Data RefCell -1 ) Executable : bool

]

Key_ Addr -
Lamports_Addr
Data_Addr
Owner_Addr
Rent_Epoch
Is_Signer
Is_Writable
guest Executable

addr

Data : Rc<RefCell<&mut [u8]>> Accountinfo0

accounts : &[Accountinfo]

Accountinfo0 Lamport / Data RefCell
mm Accountinfo1 Lamport / Data RefCell
gueSt ptr Accountinfo2 Lamport / Data RefCell

Y

guest ptr

3. resolve data / ptrs

CANONICAL_IDX SERIALIZED CallerAccount SERIALIZED Key CANONICAL_IDX

IS_SIGNER ACCOUNTO ACCOUNTO Owner IS_SIGNER

IS_EXECUTABLE : Lamports IS_EXECUTABLE :

ORIGINAL_DATA_LEN : host btr Lamports : &mut u64 Data ORIGINAL_DATA_LEN :

gvaNER ' ‘ stp Owner : &mut PubKey gvaNER '

LAMPORTS SERIALIZED Ol\fv?'nyer Original_Data_Len : usize LAMPORTS

DATA_LEN ACCOUNT1 1 | Data : &mut [u8] DATA_LEN

DATA amports | B VM Data_Addr . uB4 DATA :
Data RESERVED_DATABUF :

RESERVED DATABUF :
ALIGNMENT PAD :
RENT EPOCH

Ref To Len In VM : &mut u64 ALIGNMENT PAD

Serialized _Len_Ptr : *mut u64
Executable : bool
Rent_Epoch : ub4

B RENT_EPOCH

8 SERIALIZED
ACCOUNT2
(DUP OF 0)

INPUT .
valldate- writes 5.
and update serialize into
Outermost Insn VM Memory VM memory CPI VM Memory

AccountSharedData0 | AccountSharedData1

Lamports : ubd

Data : Arc<Vec<u8>>

Owner : Pubkey

Executable : bool Executable : bool
Rent_Epoch : Epoch Rent_Epoch : Epoch

TransactionContext




Legacy Interoperability

cpi (cross-program-invocation) call

2.
1. AccountMeta lookup per-tx
translate account cache
AccountMeta =01, with Pubkey
AccountMeta[0] > Is_Slqner
Is_Writable
Key : &Pubkey 3. Key : &Pubkey

Lamports : Rc<RefCell<&mut u64>>
. translate
Data : Re<RefCell<&mut [u8]>> . Accountinfo0

Lamports : Rc<RefCell<&mut u64>>
Data : Rc<RefCell<&mut [u8]>>

Accountinfo0

accounts : &[Accountinfo]

Owner : &Pubkey
Rent_Epoch: Epoch
Is_Signer :bool
Is_Writable : bool

Accountinfo0 Lamport / Data RefCell -1 . Executable : bool

Rent_Epoch: Epoch ‘
Is_Signer :bool
Is_Writable : bool
Executable : bool

Key Addr :
Lamports_Addr
Data_Addr
Owner_Addr
Rent_Epoch
Is_Signer
Is_Writable
guest Executable

addr

accounts : &[Accountinfo]

Accountinfo0 Lamport / Data RefCell
s Accountinfo1 Lamport / Data RefCell
gueSt ptr Accountinfo2 Lamport / Data RefCell

Y

guest ptr

3. resolve data / ptrs

CallerAccount

Lamports : &mut u64
Owner : &mut PubKey
Original_Data_Len : usize
ACCOUNT1 e | Data : &mut [u8]
o g VM_Data_Addr : uG4
Ref _To_Len_In_VM : &mut u64
Serialized_Len_Ptr : *mut u64
Executable : bool
Rent_Epoch 1 ub4

SERIALIZED Key

ACCOUNTO Owner
Lamports

Data

SERIALIZED
ACCOUNTO

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE -
ORIGINAL_DATA_LEN :
KEY -
OWNER

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE :
ORIGINAL_DATA_LEN :
KEY :
OWNER
LAMPORTS
DATA_LEN
DATA :
RESERVED_DATABUF :
Ml ALIGNMENT_PAD
B RENT_EPOCH

host ptr

SERIALIZED Key

LAMPORTS

DATA_LEN

DATA -
RESERVED_DATABUF :
ALIGNMENT_PAD
RENT_EPOCH

l SERIALIZED
ACCOUNT2
(DUP OF 0)

INPUT .
valldate. writes 5.
and update serialize into
Outermost Insn VM Memory VM memory CPI VM Memory

AccountSharedData0 | AccountSharedData1

Lamports : ubd Lamports : ub4d

Data : Arc<Vec<u8>> | Data : Arc<Vec<u8>>
Owner : Pubkey Owner : Pubkey
Executable : bool Executable : bool
Rent_Epoch : Epoch Rent_Epoch : Epoch

TransactionContext




Legacy Interoperability

cpi (cross-program-invocation) call

2.
1. AccountMeta lookup per-tx
translate account cache
AccountMeta =01, with Pubkey
AccountMeta[0] > Is_Slqner
Is_Writable
Key : &Pubkey 3. Key : &Pubkey

Lamports : Rc<RefCell<&mut u64>>
. translate
Data : Re<RefCell<&mut [u8]>> . Accountinfo0

Lamports : Rc<RefCell<&mut u64>>
Data : Rce<RefCell<&mut [u8]>>

Accountinfo0

accounts : &[Accountinfo]

Owner : &Pubkey
Rent_Epoch: Epoch
Is_Signer :bool
Is_Writable : bool

Accountinfo0 Lamport / Data RefCell -1 A Executable : bool

Rent_Epoch: Epoch ’
Is_Signer :bool
Is_Writable : bool
Executable : bool

Key Addr :
Lamports_Addr
Data_Addr
Owner_Addr
Rent_Epoch
Is_Signer
Is_Writable
guest Executable

addr

accounts : &[Accountinfo]

Accountinfo0 Lamport / Data RefCell
mm Accountinfo1 Lamport / Data RefCell
gueSt ptr Accountinfo2 Lamport / Data RefCell

Y

guest ptr

3. resolve data / ptrs

CANONICAL_IDX SERIALIZED Key CallerAccount SERIALIZED Key CANONICAL_IDX
IS_SIGNER ACCOUNTO Owner ACCOUNTO Owner IS_SIGNER
IS_EXECUTABLE : Lamports Lamports IS_EXECUTABLE :
ORIGINAL_DATA_LEN : Data host pt Lamports : &mut u64 Data ORIGINAL_DATA_LEN :
CK)SVYNER ' \ 3l Owner : &mut PubKey SSVYNER '
LAMPORTS SERIALIZED oKiner Original_Data_Len : usize LAMPORTS

DATA_LEN ACCOUNT1 Lamports | Data : &mut [u8] DATA_LEN

DATA S ‘s VM_Data_Addr : U4 DATA

RESERVED_DATABUF
ALIGNMENT_PAD -
RENT_EPOCH

RESERVED_DATABUF
ALIGNMENT_PAD -

Ref To Len_In_VM : &mut u64d )
B RENT_EPOCH

Serialized_Len_Ptr : *mut u64
Executable : bool
Rent_Epoch 1 ub4

l SERIALIZED
ACCOUNT2
(DUP OF 0)

INPUT .
validate. writes 5.
and update serialize into
Outermost Insn VM Memory VM memory CPI VM Memory

AccountSharedData0 | AccountSharedData1

Lamports : ubd

Data : Arc<Vec<u8>>

Owner : Pubkey

Executable : bool Executable : bool
Rent_Epoch : Epoch Rent_Epoch : Epoch

TransactionContext




Legacy Interoperability

cpl return

CallerAccount

G IS @ l{gl Lamports : &mut u64

Owner : &mut PubKey

Original_Data_Len : usize

Data : &mut [u8]

VM_Data_Addr : ub4d

Ref_To_Len_In_VM : &mut u64

Serialized_Len_Ptr : *mut u64

Executable : bool

Rent_Epoch : u64
CANONICAL_IDX : SERIALIZED Key guest SERIALIZED Key CANONICAL_IDX
IS_SIGNER : ACCOUNTO Owner ACCOUNTO Owner IS_SIGNER
IS_EXECUTABLE : Lamports addr 2. Lamports IS_EXECUTABLE :
ORIGINAL_DATA_LEN : o Data validate data Data ORIGINAL_DATA_LEN :
43/ : 3. length against 1. A9 :
OWNER : : : "\ OWNER
e : SERIALIZED Key update parent VM .,jjer account validate writes i T
DATA LEN : ACCOUNT1 Owner Memory with and update DATA LEN
DATA : Lamports fetched host ptrs \ DATA

RESERVED_DATABUF : Data into INPUT region B RESERVED_DATABUF :

ALIGNMENT _PAD ALIGNMENT _PAD
AccountSharedData0 | AccountSharedData1i

RENT_EPOCH : P SERIALIZED B RENT_EPOCH
Lamports : u64 Lamports : u64

ACCOUNT2
(DUP OF 0)
Data : Arc<Vec<u8>> | Data : Arc<Vec<u8>>
Owner : Pubkey Owner : Pubkey
Executable : bool Executable : bool
Rent_Epoch : Epoch Rent_Epoch : Epoch

INPUT

TransactionContext

Outermost Insn VM Memory CPI VM Memory




Legacy Interoperability

cpl return

CallerAccount

G I fJ{dl Lamports : &mut u64
Owner : &mut PubKey
Original_Data_Len : usize
Data : &mut [u8]
VM_Data_Addr : ubsd
Ref_To_Len_In_VM : &mut u64
Serialized_Len_Ptr : *mut u64
Executable : bool
Rent_Epoch : u64
CANONICAL_IDX : SERIALIZED Key uest SERIALIZED Key CANONICAL_IDX
IS_SIGNER : '\ ACCOUNTO Owner g ACCOUNTO Owner IS_SIGNER
IS_EXECUTABLE : Lamports addr 2. Lamports IS_EXECUTABLE :
gERIYGINAL_DATA_LEN : Data ; validate data Data 22IYGINAL_DATA_LEN :
: - ' length against 1. . :
S EORTe ; SERIALIZED update parent VM .. er account validate writes S RORT
DATA LEN : ACCOUNT1 Memory with and update N DATA LEN

DATA : fetched host ptrs DATA :
RESERVED_DATABUF : into INPUT region NI RESERVED_DATABUF :

ALIGNMENT_PAD ALIGNMENT_PAD
AccountSharedData0 | AccountSharedData1l

RENT_EPOCH : Pl SERIALIZED B RENT_EPOCH
’ ACCOUNT2
Lamports : ubsd
Data : Arc<Vec<u8>>

(DUP OF 0)
Owner : Pubkey

Executable : bool Executable : bool
Rent_Epoch : Epoch Rent_Epoch : Epoch

INPUT

TransactionContext

Outermost Insn VM Memory CPI VM Memory




Legacy Interoperability

cpli return

CallerAccount

G I fJ{dl Lamports : &mut u64

Owner : &mut PubKey

Original_Data_Len : usize

Data : &mut [u8]

Ref_To_Len_In_VM : &mut u64

Serialized_Len_Ptr : *mut u64

Executable : bool

Rent_Epoch : u64
CANONICAL_IDX : SERIALIZED Key uest SERIALIZED Key CANONICAL_IDX
IS_SIGNER : " ACCOUNTO Owner g ACCOUNTO Owner IS_SIGNER
IS_EXECUTABLE : Lamports addr 2. Lamports IS_EXECUTABLE :
ORIGINAL_DATA_LEN : Data 2 validate data Data Ic()g((;dNAL_D/.\TA_LEN :
REN : A . length against 1. : :
S MEORTS § SERIALIZED Key update parent VM ca.?et, aceount validate writes S RORT
DATA LEN ; ACCOUNT1 Owner Memory with and update DATA LEN
DATA : Lamports fetched host ptrs \ DATA

RESERVED_DATABUF : Data into INPUT region RESERVED_ DATABUF :

ALIGNMENT _PAD ALIGNMENT _PAD
AccountSharedData0 | AccountSharedData1

RENT_EPOCH : Pl SERIALIZED B RENT_EPOCH
Lamports : u64 Lamports : ub4

ACCOUNT2
(DUP OF 0)
Data : Arc<Vec<u8>> | Data : Arc<Vec<u8>>
Owner : Pubkey Owner : Pubkey
Executable : bool Executable : bool
Rent_Epoch : Epoch Rent_Epoch : Epoch

INPUT

TransactionContext

Outermost Insn VM Memory CPI VM Memory




Legacy Interoperability

cpli return

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE )
ORIGINAL_DATA_LEN :

KEY

OWNER

LAMPORTS

DATA_LEN

DATA :
RESERVED_DATABUF :
ALIGNMENT_PAD :
RENT_EPOCH

SERIALIZED
ACCOUNTO

SERIALIZED Key

Owner
Lamports
Data

ACCOUNT1

8l SERIALIZED

ACCOUNT?2
(DUP OF 0)

INPUT

Outermost Insn VM Memory

CallerAccount

gL el igl Lamports

Owner
Original_Data_Len
Data
VM_Data_Addr
Ref_To_Len_In_VM
Serialized_Len_Ptr
Executable

Rent_Epoch

guest

addr 2.

validate data
length against
caller account

3.
update parent VM
Memory with
fetched host ptrs
into INPUT region

: &mut u64

: &mut PubKey
: usize

: &mut [u8]

: ub4

: &mut u64

: *mut u64

: bool

: u64

1.
validate writes
and update

AccountSharedData0 | AccountSharedData1

Lamports : u64 Lamports
Data : Arc<Vec<u8>> | Data
Owner : Pubkey Owner
Executable : bool Executable
Rent_Epoch : Epoch Rent_Epoch

TransactionContext

: ubsd

: Arc<Vec<u8>>
: Pubkey

: bool

: Epoch

SERIALIZED Key
ACCOUNTO Owner

Lamports
Data

CPI VM Memory

CANONICAL_IDX
IS_SIGNER

IS_EXECUTABLE :
ORIGINAL_DATA_LEN :

KEY
OWNER
LAMPORTS
DATA_LEN
DATA :
RESERVED_DATABUF :
ALIGNMENT_PAD :

B RENT_EPOCH




It works! But At What Cost?

Data copies are costly



Direct Mapping



Direct Mapping

* |Introduced inv1.16.0
* Avoid copying AccountSharedData.data
* Copy on Write only

AccountSharedData

Lamports : ubsd

Data : Arc<Vec<u8>>
Owner : Pubkey
Executable : bool
Rent_Epoch : Epoch




New Data Exposure



New Data Exposure

Accounts serialization

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE :
ORIGINAL_DATA_LEN :
KEY -

Transaction
Context

LAMPORTS
DATA_LEN

AccountSharedData0

Lamports : ubd
Data : Arc<Vec<u8>>
Owner : Pubkey |
Executable : bool

RESERVED_DATABUF :
Rent_Epoch : Epoch

SERIALIZED ACCOUNTO0 -0 ALIGNMENT_PAD
RENT_EPOCH

ACCOUNTO DATA

SERIALIZED ACCOUNTO - 1
I— CANONICAL_IDX
AccountSharedData1l IS_SIGNER

SERIALIZED ACCOUNT1 -0 IS EXECUTABLE

ORIGINAL_DATA_LEN :
ACCOUNT1 DATA KEY ;
OWNER

LAMPORTS

DATA_LEN

Lamports : u64d

Data : Arc<Vec<u8>>
Owner : Pubkey
Executable : bool
Rent_Epoch : Epoch

serialize

RESERVED_DATABUF :
ALIGNMENT_PAD
RENT_EPOCH

CANONICAL_IDX
ALIGNMENT_PAD



New Data Exposure

Accounts serialization

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE :
. ORIGINAL_DATA_LEN :
= o KEY .
OWNER
LAMPORTS
DATA_LEN

scutable %8 RESERVED DATABUF : [u8]
Re oo oJe __. SERIALIZED ACCOUNTO - 0 , ALIGNMENT PAD : [u8]
RENT _EPOCH : u64

D < ACCOUNTO DATA

SERIALIZED ACCOUNTO - 1 '::'/
CANONICAL_IDX
AccountSharedData1 map IS_SIGNER
SERIALIZED ACCOUNT1 -0 |S—EXECUTABLE

ORIGINAL_DATA LEN :
Ll 4 04 ACCOUNT1 DATA KEY .

Datsz - : : : OWNER

. LAMPORTS

ab DOC . DATA_LEN

serialize

RESERVED_DATABUF : [u8]
ALIGNMENT_PAD : [u8]
RENT_EPOCH : ub4d

CANONICAL_IDX
ALIGNMENT_PAD




New Data Exposure

Accounts serialization

ADIC JYUU

map

serialize

ACCOUNTO DATA

SERIALIZED ACCOUNTO - 1

SERIALIZED ACCOUNT1-0

ACCOUNT1 DATA

SERIALIZED ACCOUNT1 - 1 '

SERIALIZED ACCOUNT2 (DUP OF 0)

17

—-. SERIALIZED ACCOUNTO - 0 "

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE
ORIGINAL_DATA_LEN
KEY

OWNER

LAMPORTS
DATA_LEN

RESERVED_DATABUF :

ALIGNMENT_PAD
RENT_E POCH

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE
ORIGINAL_DATA_LEN
KEY

OWNER

LAMPORTS
DATA_LEN

RESERVED_DATABUF :

ALIGNMENT_PAD
RENT_EPOCH

ANONICAL_IDX
LIGNMENT_PAD

: u8

: u8

: u8

1 u32

: Pubkey
: Pubkey
: u6d

[u]

: [u8]
: u6d

: u8

: u8

: u8

1 u32

: Pubkey
: Pubkey
: u6d

: u6d

[u8]
: [u8]
: ubd



New Data Exposure

Accounts serialization

4 CANONICAL_IDX
IS_SIGNER

IS_EXECUTABLE :
. ORIGINAL_DATA_LEN :
2 2 KEY -
OWNER
LAMPORTS
DATA_LEN

RESERVED_DATABUF : [u8]
ALIGNMENT_PAD : [u8]
RENT_EPOCH : ubd

ACCOUNTO DATA

] SERIALIZED ACCOUNTO - 1 CANONICAL._IDX

IS_SIGNER

SERIALIZED ACCOUNT1 -0 IS_EXECUTABLE :
ORIGINAL_DATA_LEN :
0 54 ACCOUNT1 DATA KEY :

2t Jresvec<us OWNER
. SERIALIZEDACCOUNT =i S L AMPORTS
- o SNy DATA_LEN
serialize .

RESERVED_DATABUF : [u8]
ALIGNMENT_PAD : [u8]
RENT_EPOCH : ub4d

CANONICAL_IDX
ALIGNMENT_PAD



New Data Exposure

Accounts serialization

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE :
ORIGINAL_DATA_LEN :
KEY -

Transaction
Context

LAMPORTS
DATA_LEN

AccountSharedData0

Lamports : ubd
Data : Arc<Vec<u8>>
Owner : Pubkey |
Executable : bool

RESERVED_DATABUF :
Rent_Epoch : Epoch

SERIALIZED ACCOUNTO0 -0 ALIGNMENT_PAD
RENT_EPOCH

ACCOUNTO DATA

SERIALIZED ACCOUNTO - 1
I— CANONICAL_IDX
AccountSharedData1l IS_SIGNER

SERIALIZED ACCOUNT1 -0 IS EXECUTABLE

ORIGINAL_DATA_LEN :
ACCOUNT1 DATA KEY ;
OWNER

LAMPORTS

DATA_LEN

Lamports : u64d

Data : Arc<Vec<u8>>
Owner : Pubkey
Executable : bool
Rent_Epoch : Epoch

serialize

RESERVED_DATABUF :
ALIGNMENT_PAD
RENT_EPOCH

CANONICAL_IDX
ALIGNMENT_PAD



New Data Exposure
Accountinfo construction “ i cccoumin

| ’ Lamports : Rc<RefCell<&mut u64>>
CANONICAL_IDX

IS_SIGNER
IS_EXECUTABLE

ORIGINAL_DATA_LEN :

KEY
OWNER
LAMPORTS
DATA_LEN

RESERVED_DATABUF :

ALIGNMENT_PAD
RENT_EPOCH

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE

ORIGINAL_DATA_LEN :

KEY
OWNER
LAMPORTS
DATA_LEN

RESERVED_DATABUF : [u8]

ALIGNMENT_PAD
RENT_EPOCH

CANONICAL_IDX
ALIGNMENT_PAD

: [u8]
: ubd

. )
N N
N

SERIALIZED
ACCOUNT1-0

A
N
~

-

Accountinfo0 Lamport / Data RefCell
Accountinfo1 Lamport / Data RefCell
Accountinfo2 Lamport / Data RefCell

Key
Owner
Lamports
Data_Len

ERIALIZED
CCOUNTO -0

Key
Owner
Lamports
Data_Len

ACCOUNT1 DATA

Data : Rc<RefCell<&mut [u8]>>
Owner : &Pubkey

Rent_Epoch: Epoch

Is_Signer :bool

Is_Writable : bool

Executable : bool

: &Pubkey

: Rc<RefCell<&mut u64>>
Data : Rc<RefCell<&mut [u8]>>
Owner : &Pubkey

Rent_Epoch: Epoch

Is_Signer :bool

Is_Writable : bool

Executable : bool

Lamports

: &Pubkey
: Rc<RefCell<&mut u64>>
: Rc<RefCell<&mut [u8]>>
: &Pubkey

Lamports
Data
Owner
Rent_Epoch: Epoch

Is_Signer :bool
Is_Writable : bool
Executable : bool




CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE

KEY
OWNER
LAMPORTS
DATA_LEN

ORIGINAL_DATA_LEN :

RESERVED_DATABUF : [u8]

ALIGNMENT_PAD
RENT_EPOCH

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE

KEY
OWNER
LAMPORTS
DATA_LEN

: [u8]
: u6d

ORIGINAL_DATA_LEN

RESERVED_DATABUF : [u8]

ALIGNMENT_PAD
RENT_EPOCH

CANONICAL_IDX

ALIGNMENT_PAD

: [u8]
: u6d

L

\\\
~\
Y
N
\’
.

\

'-‘ SERIALIZED ACCOUNTO - 1

New Data Exposure

Accountinfo construction

1
1
1
’
1
!
’
7
!
I
!
!
I’
!
7
I

\
I|‘

Key
Lamports
Data

Owner
Rent_Epoch: Epoch

Is_Signer

: &Pubkey
: Rc<RefCell<&mut u64>>
: Rc<RefCell<&mut [u8]>>
: &Pubkey

: bool

Is Writable : bool

Executable

: bool

Accountinfo1 Lamport / Data RefCell ||

Accountinfo2 Lamport / Data RefCell |

1
1
]
1
1
1

\

Key
Owner
Lamports \
Data_Len !

ACCOUNTO DATA

ERIALIZED
CCOUNTO-0

Key
Owner
Lamports
Data_Len

ACCOUNT1 DATA

SERIALIZED
ACCOUNT1-0

Lamports

Owner

: &Pubkey
: Rc<RefCell<&mut u64>>
: Rc<RefCell<&mut [u8]>>
: &Pubkey

Rent_Epoch: Epoch

Is_Signer
Is_ Writable
Executable

Lamports
Data
Owner
Rent_Epoch: Epoch

Is_Signer

: bool
: bool
: bool

: &Pubkey
: Rc<RefCell<&mut u64>>
: Rc<RefCell<&mut [u8]>>
: &Pubkey

: bool

Is Writable : bool
Executable : bool




New Data Exposure

Accountinfo construction

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE :
ORIGINAL_DATA_LEN :
KEY

OWNER

LAMPORTS

DATA_LEN

RESERVED_DATABUF : [u8]
ALIGNMENT_PAD : [u8]
RENT_EPOCH : u6d

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE -
ORIGINAL_DATA_LEN :
KEY

OWNER

LAMPORTS

DATA_LEN

RESERVED_DATABUF : [u8]
ALIGNMENT_PAD : [u8]
RENT_EPOCH : ubd

CANONICAL_IDX
ALIGNMENT_PAD

\

\
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3
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N
N
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Accountinfo0 Lamport / Data RefCell
Accountinfo1 Lamport / Data RefCell
Accountinfo2 Lamport / Data RefCell

ERIALIZED Key

CCOUNTO - 0 Owner
Lamports

Data_Len

ACCOUNTO DATA

+
'\ SERIALIZED ACCOUNTO - 1

SERIALIZED Key

ACCOUNT1 - 0 Owner
Lamports

Data_Len

ACCOUNT1 DATA
SERIALIZED ACCOUNT1 -1
SERIALIZED ACCOUNT2 (DUP OF 0)

Key : &Pubkey

Lamports : Rc<RefCell<&mut u64>>
Data : Re<RefCell<&mut [u8]>>
Owner : &Pubkey

Rent_Epoch: Epoch

Is_Signer :bool

Is_Writable : bool

Executable : bool

: &Pubkey
Lamports : Rc<RefCell<&mut u64>>
Data : Rc<RefCell<&mut [u8]>>
Owner : &Pubkey
Rent_Epoch: Epoch
Is_Signer :bool
Is_Writable : bool
Executable : bool

: &Pubkey
Lamports : Rc<RefCell<&mut u64>>
Data : Rc<RefCell<&mut [u8]>>
Owner : &Pubkey
Rent_Epoch: Epoch
Is_Signer :bool
Is_Writable : bool

Executable : bool



CoW (Copy on Write)



“Shared” Account Data
AccountSharedData.Data

Account db Cache Transaction Context

AccountSharedData AccountSharedData

Lamports : u64 Lamports : u64

Data : Arc<Vec<u8>> Data - Arc<Vec<u8>>
Owner : Pubkey Owner : Pubkey
Executable : bool Executable - bool
Rent_Epoch : Epoch Rent_Epoch : Epoch

Data Vec

Data Buf

y
ot



Legacy CoW

Data relocation

AccountSharedData

Data Buf

Lamports : ubd
Data : Arc<Vec<u8>> __) Data Buf
Owner : Pubkey

Executable : bool Relocate Vec On
Rent_Epoch : Epoch Data Write




Legacy CoW

Reserved data buffer

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE :
ORIGINAL_DATA_LEN :
KEY :
OWNER

LAMPORTS

DATA_LEN

DATA

AccountSharedData0 RESERVED DATABUF :

/ ALIGNMENT_PAD
/ RENT_EPOCH
Lamports : ub4 )
Data : Arc<Vec<u8>> J
Owner : Pubkey ' .
Executable : bool

Rent_Epoch  : Epoch SERIALIZED ACCOUNTO CANONICAL IDX
IS_SIGNER
SERIALIZED ACCOUNT1 IS_ EXECUTABLE

‘ ORIGINAL_DATA_LEN :
AccountSharedData1 o, OWNER :

LAMPORTS

DATA_LEN

Lamports : ub4 DATA :
Data : Arc<Vec<u8>> RESERVED_DATABUF :
Owner : Pubkey ALIGNMENT_PAD

Executable : bool RENT_EPOCH
Rent_Epoch : Epoch

CANONICAL_IDX
ALIGNMENT_PAD




Legacy CoW

Data relocation

AccountSharedData

Data Buf

Lamports : ubsd
Data : Arc<Vec<u8>>
Owner : Pubkey

Executable : bool More Relocation
Rent_Epoch : Epoch On More Growth

Data Buf

Data Buf




Legacy CoW

Data relocation

Account db Cache

AccountSharedData

Lamports : ub4

Data : Arc<Vec<u8>>
Owner : Pubkey
Executable : bool
Rent_Epoch : Epoch

Transaction Context

Copy On Write
AccountSharedData

Lamports : u64 A4 Y

Data : Arc<Vec<u8>> -) Data Buf
Owner : Pubkey

Executable : bool

Rent_Epoch : Epoch




New CoW

Reserved Space

Account db Cache

AccountSharedData

Lamports : u64

Data : Arc<Vec<u8>>
Owner : Pubkey
Executable : bool
Rent_Epoch : Epoch

Transaction Context Copy On Write

+

Reserve Space
AccountSharedData For
Max Growth
Lamports : ub4 A4 \4
Owner : Pubkey

Executable : bool
Rent_Epoch : Epoch




VM Memory Management



Legacy Memory Regions

Memory Regions

MemoryRegion0 VIRTUAL
HOST ‘ MEMORY

Host Addr : Cell<u64>

BUFFERO VM_Addr e

Len
Is Writable : bool

GUEST
MEMORYO0

host guest
ptr addr

‘ MemoryRegiont
HOST

Host_Addr : Cell<u64>
BUFFERT

GUEST
MEMORY1

VM _Addr : u64
Len : u64

Is Writable : bool



Legacy Memory Regions

Input section

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE -
ORIGINAL_DATA_LEN :
KEY -
OWNER

LAMPORTS

DATA_LEN

DATA -
RESERVED_DATABUF :
ALIGNMENT_PAD

RENT_EPOCH = MemoryRegion0
SERIALIZED Key

CANONICAL IDX : _ Owner
IS _SIGNER : Host Addr . Cell<u64> ACCOUNTO Lamports

IS EXECUTABLE : VM_Addr : ub4 Data

: Len : ub4d
(lzg\l(GlNAL_DATA_LEN : Is_ Writable - bool

OWNER : SERIALIZED Key
LAMPORTS : ACCOUNT1 Owner
DATA_LEN - Lamports
DATA - Data
RESERVED_DATABUF :

ALIGNMENT PAD :
RENT_EPOCH : SERIALIZED

ACCOUNT2

CANONICAL_IDX : (DUP OF 0)
ALIGNMENT PAD ,




New Memo
Direct Mapping

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE :
ORIGINAL_DATA_LEN :
KEY :
OWNER

LAMPORTS

DATA_LEN

RESERVED_DATABUF :
ALIGNMENT_PAD :
RENT_EPOCH

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE :
ORIGINAL_DATA_LEN :
KEY :
OWNER

LAMPORTS

DATA_LEN

RESERVED_DATABUF :
ALIGNMENT_PAD
RENT_EPOCH

CANONICAL_IDX
ALIGNMENT_PAD

Regions

MemoryRegion0

Host_Addr
VM_Addr
VM_Addr_End
Len

State

Host_Addr
VM_Addr
VM_Addr_End
Len

State

ey Host_Addr
VM_Addr
VM_Addr_End
Len

h ost State
ptr

(_]_ Host_Addr

VM_Addr
VM Addr End
Len

e Host_Addr
VM_Addr
VM_Addr_End
Len
State

MemoryRegion3

: Cell<ubd>

: u64 Lamports
: ub4 Data_Len
: ubd

: Cell<MemoryState>

MemoryRegion4

: Cell<ubd>

: ud
: ub4d QUESt

: ub4 addr

: Cell<MemoryState>

MemoryRegion1

: Cell<u64>

: ubd

: ubd

: ubq

: CellcMemoryState>

MemoryRegion2

: Cell<ubd>

: u64 SERIALIZED Key

: ub4 ACCOUNTO -0
: ubd Lamports

: CellcMemoryState>

Owner

Data Len

ACCOUNTO DATA

SERIALIZED ACCOUNTO - 1

SERIALIZED Key
ACCOUNT1 -0 Owner

ACCOUNT1 DATA

SERIALIZED ACCOUNT1 - 1

SERIALIZED ACCOUNT2 (DUP OF 0)

: Cell<u64>

: ub4d

: ub4

: ub4

: Cell<MemoryState>



Direct Mapping

Host_Addr
VM_Addr
VM_Addr_End
Len
CANONICAL_IDX - State
IS_SIGNER -
IS_EXECUTABLE
ORIGINAL_DATA_LEN

New Memory Regions

: Cellcubd>

: u6d guest
: u6d
: ubd addr

: Cell<MemoryState>

KEY : MemoryRegiont
OWNER :

LAMPORTS

DATA_LEN Host_Addr

VM_Addr
VM_Addr End
Len

State

RESERVED_DATABUF :
ALIGNMENT_PAD -
RENT_EPOCH

Host_Addr
VM_Addr
VM_Addr_End
Len

State

CANONICAL_IDX

IS_SIGNER

IS_EXECUTABLE -
ORIGINAL_DATA_LEN :

KEY -

OWNER - p tr
LAMPORTS

DATA_LEN

<_|__ Host_Addr
VM_Addr
Len

e State

RESERVED_DATABUF : [u8]
ALIGNMENT_PAD : [u8]
RENT_EPOCH : ubd

CANONICAL_IDX
ALIGNMENT_PAD

Host_Addr
VM_Addr
VM_Addr_End
Len

State

: Cell<ub4>

: ubd

: ub4

: ubd

: Cell<MemoryState>

MemoryRegion2

: Cell<ubd>

: ub4 SERIALIZED Key

: ubd ACCOUNTO -0
: ubd | Lamports

: CellcMemoryState>

MemoryRegion3

: Cell<ubd>

: ub4 Lamports

: u64 Data Len
T ubd -

: CellcMemoryState>

MemoryRegion4

: Cell<ub4>

: ub4

: ubd

: ub4

: Cell<MemoryState>

Owner

Data_Len

ACCOUNTO DATA

SERIALIZED ACCOUNTO - 1

SERIALIZED Key
ACCOUNT1 -0 Owner

ACCOUNT1 DATA

SERIALIZED ACCOUNT1 - 1

SERIALIZED ACCOUNT2 (DUP OF 0)



New Memory Regions
Direct Mapping

Host Addr : Cellcub4>

VM _ Addr : ubd \ guest
VM _ Addr End : ubd .

Len : ubd addr
CANONICAL_IDX - State : Cell<MemoryState>

IS_SIGNER

IS_EXECUTABLE

ORIGINAL DATA LEN - )
KEY ; MemoryRegion1
OWNER :

LAMPORTS -
DATA_LEN . Host_Addr : Cell<ubd>

VM_Addr : ub4
VM_Addr_ End : u64
Len : ubd
State : CellcMemoryState>

RESERVED_DATABUF : MemoryRegion2
ALIGNMENT PAD  :

RENT_EPOCH

Host_Addr : Cell<u64>
VM_Addr : u64 SERIALIZED Key
VM_Addr End : u64 ACCOUNTO - 0 Owner
Len : ub4 Lamports
State : Cell<kMemoryState> Data_Len

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE -
ORIGINAL_DATA_LEN :

KEY :
OWNER : ptr ACCOUNTO DATA

LAMPORTS !
DATA_LEN MemoryRegion3 SERIALIZED ACCOUNTO - 1
, SERIALIZED Key
< Rinrvl e ACCOUNT1 -0 il
_ - am s
DATA : [ug] VM_Addr End : u64 Data'iten
Len : ub4 -
— State : CellcMemoryState>

ACCOUNT1 DATA

SERIALIZED ACCOUNT1 - 1

MemoryReglon4 SERIALIZED ACCOUNT2 (DUP OF 0)

Host_Addr : Cell<u6d>
VM_Addr : ub4

VM_Addr End : ub4

Len : ub4

State : Cell<kMemoryState>

RESERVED_DATABUF : [u8]
ALIGNMENT_PAD : [u8]
RENT_EPOCH : ubd

CANONICAL_IDX
ALIGNMENT_PAD




New Memo
Direct Mapping

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE :
ORIGINAL_DATA_LEN :
KEY :
OWNER

LAMPORTS

DATA_LEN

RESERVED_DATABUF :
ALIGNMENT_PAD :
RENT_EPOCH

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE :
ORIGINAL_DATA_LEN :
KEY :
OWNER

LAMPORTS

DATA_LEN

RESERVED_DATABUF :
ALIGNMENT_PAD
RENT_EPOCH

CANONICAL_IDX
ALIGNMENT_PAD

Regions

MemoryRegion0

Host_Addr
VM_Addr
VM_Addr_End
Len

State

Host_Addr
VM_Addr
VM_Addr_End
Len

State

ey Host_Addr
VM_Addr
VM_Addr_End
Len

h ost State
ptr

(_]_ Host_Addr

VM_Addr
VM Addr End
Len

e Host_Addr
VM_Addr
VM_Addr_End
Len
State

MemoryRegion3

: Cell<ubd>

: u64 Lamports
: ub4 Data_Len
: ubd

: Cell<MemoryState>

MemoryRegion4

: Cell<ubd>

: ud
: ub4d QUESt

: ub4 addr

: Cell<MemoryState>

MemoryRegion1

: Cell<u64>

: ubd

: ubd

: ubq

: CellcMemoryState>

MemoryRegion2

: Cell<ubd>

: u64 SERIALIZED Key

: ub4 ACCOUNTO -0
: ubd Lamports

: CellcMemoryState>

Owner

Data Len

ACCOUNTO DATA

SERIALIZED ACCOUNTO - 1

SERIALIZED Key
ACCOUNT1 -0 Owner

ACCOUNT1 DATA

SERIALIZED ACCOUNT1 - 1

SERIALIZED ACCOUNT2 (DUP OF 0)

: Cell<u64>

: ub4d

: ub4

: ub4

: Cell<MemoryState>



New Memory Regions
Updating Host_Addr

Transaction Context

AccountSharedData

Lamports : ubd

Data : Arc<Vec<u8>>
Owner : Pubkey
Executable : bool
Rent_Epoch : Epoch

Key
DATA . h O st SERIALIZED
ptl‘ Lamports
Data_Len

ACCOUNTO DATA

SERIALIZED ACCOUNTO - 1

SERIALIZED Key

. o)
MemoryRegion1 ACCOERTIS Lamports
Data_Len

Host Addr : Cell<u64>
VM_Addr : u64 ACCOUNT1 DATA

VM_Addr_End : u64
Len : ub4 SERIALIZED ACCOUNT1 - 1
State : Cell<MemoryState>

SERIALIZED ACCOUNT2 (DUP OF 0)



New Memory Regions
Updating Host_Addr

Transaction Context

AccountSharedData

Lamports : ubd

Data : Arc<Vec<u8>>
Owner : Pubkey
Executable : bool
Rent_Epoch : Epoch

> <
Key
DATA : [u8 host SERIALIZED
ptl‘ Lamports
Data_Len

ACCOUNTO DATA

SERIALIZED ACCOUNTO - 1

SERIALIZED Olv(viyer
MemoryRegion1 ACCOERTIS Lamports
Data Len

Host Addr : Cell<u64>
VM_Addr : ubs ACCOUNT1 DATA
VM _Addr End : u64

Len : ub4 SERIALIZED ACCOUNT1 - 1
State : Cell<MemoryState>

SERIALIZED ACCOUNT2 (DUP OF 0)



New Memory Regions
Updating Host_Addr

Transaction Context

AccountSharedData

Lamports : ubs

Data : Arc<Vec<u8>>
Owner : Pubkey
Executable : bool
Rent_Epoch : Epoch

Data Vec

Key
DATA . [u8 host SERIALIZED
ptr Lamports

Data Len

DATA : [u] ACCOUNTO DATA

SERIALIZED ACCOUNTO - 1 I

SERIALIZED Olv(viyer
MemoryRegion1 ACCOUNT1 -0 Lamports
Data Len

Host Addr : Cell<u64>
VM_Addr : u6d ACCOUNT1 DATA

VM_Addr_End : u64
Len : ub4d SERIALIZED ACCOUNT1 -1

State : Cell<MemoryState>

SERIALIZED ACCOUNT2 (DUP OF 0)



New Memory Regions
Updating Host_Addr

Transaction Context

AccountSharedData

Lamports : u64d

Data : Arc<Vec<u8>>
Owner : Pubkey
Executable : bool
Rent_Epoch : Epoch

SERIALIZED Key

ACCOUNTO - 0 Owner
Lamports

Data_Len

ACCOUNTO DATA

SERIALIZED ACCOUNTO - 1

SERIALIZED Key

ACCOUNT1 -0 Owner
Lamports

Data_Len

host
ptr

DATA : [u8]
DATA : [u8]

RESERVED BUF FROM CoW

MemoryRegiont

Host_Addr : Cell<u64> guest
: ACCOUNT1 DATA
VM_Addr u64 addr

VM_Addr_End : u64
SERIALIZED ACCOUNT - 1

Len : u6d
SERIALIZED ACCOUNT2 (DUP OF 0)

State : Cell<MemoryState>



New Memory Regions

Reserved data buffer

Transaction Context

AccountSharedData

Lamports : ubd

Data : Arc<Vec<u8>>
Owner : Pubkey
Executable : bool
Rent_Epoch : Epoch

Key
host SERIALIZED
ACCOUNTO - 0 Owner

ptr Lamports

DATA : [u8]
Data_Len

S . ACCOUNTO DATA
SERIALIZED ACCOUNTO - 1 I

SERIALIZED oﬁ;r
MemoryRegion1 ACCOERTIS Lamports
Data Len

Host_Addr : Cell<u64> guest
VM_Addr . u64 ACCOUNT1 DATA
VM_Addr End : u64 addr

Len : ub4 SERIALIZED ACCOUNT1 - 1
State : Cell<MemoryState>

SERIALIZED ACCOUNT2 (DUP OF 0)



New Memory Regions

Reserved data buffer

Transaction Context

AccountSharedData

Lamports : ubd

Data : Arc<Vec<u8>>
Owner : Pubkey
Executable : bool
Rent_Epoch : Epoch

Key
host SERIALIZED
ACCOUNTO - 0 Owner

ptr Lamports

DATA : [u8]
Data_Len

Sk . ACCOUNTO DATA
T SERIALIZED ACCOUNTO - 1 I

Key

SERIALIZED Oowner
MemoryRegion1 AECOERTIS Lamports
Data_Len

Host_Addr : Cell<u64> guest
VM_Addr . ued ACCOUNT1 DATA
VM_Addr End  : u64 addr

Len : ub4 SERIALIZED ACCOUNT1 - 1
State : Cell<MemoryState>

SERIALIZED ACCOUNT2 (DUP OF 0)



New Memory Regions
MemoryRegion.State

e State

MemoryRegion

Host Addr : Cell<u64>
VM_Addr : u6d
VM _Addr End : u64
Len : ubd

State : Cell<MemoryState>




New Memory Regions
MemoryRegion.State

e State
 Readable (read only)
 Writable (read + write)
* |s_Writable
* bool

MemoryRegion

Host Addr : Cell<ub64>
VM_Addr : ubd
VM Addr End : u64

Len : ubs
State : Cell<MemoryState>




New Memory Regions
MemoryRegion.State

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE -
ORIGINAL_DATA_LEN :
KEY -
OWNER

LAMPORTS

DATA_LEN

DATA -
RESERVED_DATABUF :
ALIGNMENT_PAD

RENT_EPOCH = MemoryRegion0
SERIALIZED Key

CANONICAL_IDX : _ Owner
S SIGNER : Host_Addr : Cell<u64d> ACCOUNTO Lamports

IS_EXECUTABLE : VM_Addr : ub4 Data

. Len : ubd
EEIYGINAL_DATA_LEN ) Is Writable : bool

OWNER : SERIALIZED Key
LAMPORTS : ACCOUNT1 Owner
DATA_LEN - Lamports
DATA : Data
RESERVED_DATABUF :

ALIGNMENT PAD :
RENT_EPOCH : SERIALIZED

ACCOUNT2

CANONICAL_IDX : (DUP OF 0)
ALIGNMENT PAD :




MemoryRegion.State

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE -
ORIGINAL_DATA_LEN :
KEY -
OWNER

LAMPORTS

DATA_LEN

RESERVED_DATABUF :
ALIGNMENT_PAD -
RENT_EPOCH

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE -
ORIGINAL_DATA_LEN :
KEY -
OWNER

LAMPORTS

DATA_LEN

RESERVED_DATABUF : [u8]
ALIGNMENT_PAD : [u8]
RENT_EPOCH : ubd

CANONICAL_IDX
ALIGNMENT_PAD

ptr

A

Host_Addr
VM_Addr
VM_Addr_End
Len

State

New Memory Regions

: Cellcubd>

: u6d guest
: u6d
. u6d addr

: Cell<MemoryState>

MemoryRegiont

Host_Addr
VM_Addr
VM_Addr End
Len

State

: Cell<ub4>

: ubd

: ub4

: ubd

: Cell<MemoryState>

MemoryRegion2

Host_Addr
VM_Addr
VM_Addr_End
Len

State

MemoryRegion3

<_|__ Host_Addr

VM_Addr
VM_Addr_End
Len

State

MemoryRegion4

: Cell<ub4>

: ub4

: ubd

: ub4

: Cell<MemoryState>

Host_Addr
VM_Addr
VM_Addr_End
Len

State

: Cell<u64>
: ubd Lamports
: u64 Data_Len
: ub4

: CellcMemoryState>

: Cell<ubd>

: ub4 SERIALIZED Key
: ub4 ACCOUNTO-0
: ubd Lamports
: Cell<MemoryState> ‘

Owner

Data_Len

ACCOUNTO DATA

SERIALIZED ACCOUNTO - 1

SERIALIZED Key
ACCOUNT1 -0 Owner

ACCOUNT1 DATA

SERIALIZED ACCOUNT1 - 1

SERIALIZED ACCOUNT2 (DUP OF 0)



New Memory Regions
MemoryRegion.State

e State
 Readable (read only)

 Writable (read + write)

MemoryRegion

Host Addr : Cell<ub64>
VM_Addr : ubd
VM Addr End : u64

Len : ubs
State : Cell<MemoryState>




New Memory Regions
MemoryRegion.State

e State
 Readable (read only)

 Writable (read + write)

 CoW (Handle Vector buffer reserve)

MemoryRegion

Host Addr : Cell<ub64>

VM_Addr : u64
VM_Addr_End : u64
Len : ubs
State : Cell<MemoryState>




New Memory Regions
MemoryRegion.State

* Write permission check rules

* Account fields are only writable if the Account is marked as writable in the
iInstruction

* Only the account Owner can modify Owner / Data fields



New Data Exposure

Commit

CANONICAL_IDX : ud
IS_SIGNER : u8
IS_EXECUTABLE : u8
ORIGINAL_DATA_LEN : u32
KEY : Pubkey

OWNER : Pubkey .
LAMPORTS . ub4 Transaction

DATA LEN . u64 Context
' validate

piisall AccountSharedData0

RESERVED_DATABUF : [u8] SERIALIZED Key : Arc<Vec<u8>>
ALIGNMENT_PAD : [u8] AGCOUNTO - 0 Owner . Pubkey

RENT_EPOCH : ubd Lamports Executable : bool
Data Len Rent_Epoch : Epoch

CANONICAL_IDX

IS_SIGNER : .
IS_EXECUTABLE : S SERIALIZED ACCOUNTO - 1| Reserved

ORIGINAL_DATA_LEN : u32 AccountSharedData1
KEY ~: Pubkey SERIALIZED Key

: ACCOUNT1 -0 Owner
EXV[vaEgRTs : E;Z)key Lamports Lamports : ubd
DATA LEN j 464 Data _Len Data : Arc<Vec<u8>>

Owner : Pubkey

e ACCOUNT1 DATA Executable : bool
Rent_Epoch : Epoch
Ol SERIALIZED ACCOUNTH - 1
SUENd SERIALIZED ACCOUNT2 (DUP OF 0)
RESERVED DATABUF : [u8]

ALIGNMENT_PAD : [u8] Y
RENT_EPOCH : ub4d ;

’
i
Y
rEs
R

CANONICAL_IDX
ALIGNMENT_PAD




New Data Exposure

Commit

CANONICAL_IDX
IS_SIGNER
IS_EXECUTABLE -
ORIGINAL_DATA_LEN :

KEY

OWNER : .
LAMPORTS ; Transaction

. ‘ validate
W Accountsharedbatag
:

update
—

RESERVED_DATABUF : SERIALIZED Data : Arc<Vec<u8>>

ALIGNMENT_PAD - R .
RENT _EPOCH : 0 ACCOUNTO -0 Executable : bool

Rent_Epoch : Epoch
CANONICAL IDX : \ ACCOUNTO DATA
IS_SIGNER : SERIALIZED ACCOUNTO 1
IS EXECUTABLE : Y .
= \ AccountSharedData1

ORIGINAL_DATA LEN :
. SERIALIZED Key

KEY Owner
ACCOUNT1 -0
OWNER Lamports Lamports : ub4

LAMPORTS Data_Len Data : Arc<Vec<u8>>
DATA_LEN
Owner : Pubkey

et ACCOUNT1 DATA Executable - bool
DATA : 8 '1
[u] M SERIALIZED ACCOUNT1 - 1
| RESERVED BUF FROM Cow [
o Fdl SERIALIZED ACCOUNT2 (DUP OF 0)

RESERVED_DATABUF : [u8]
ALIGNMENT_PAD : [u8]
RENT_EPOCH : ub4 R

CANONICAL_IDX - ’
ALIGNMENT_PAD - J




New Data Exposure

Commit

CANONICAL_IDX
IS_SIGNER

IS_EXECUTABLE -
ORIGINAL_DATA_LEN :
KEY -
OWNER

LAMPORTS

DATA_LEN

\

RESERVED DATABUF : N Ke
— . ERIALIZED y
ALIGNMENT PAD : /s\ccoumo-o Owner
RENT_EPOCH - O\ Lamports

RN Data_Len
\ t‘\ \

CANONICAL_IDX ACCOUNTO DATA
IS_SIGNER :
IS_EXECUTABLE : ¥ SERIALIZED ACCOUNTO - 1 Reserved

N\

ORIGINAL_DATA_LEN :

SERIALIZED Key

ACCOUNT1 -0 Owner
Lamports

Data Len

KEY
OWNER
LAMPORTS
DATA_LEN

RS ACCOUNT1 DATA
DATA . [u8
T ——

RESERVED BUF FROM CoW

RESERVED_DATABUF : [u8]
ALIGNMENT_PAD : [u8]
RENT_EPOCH . u64 S

CANONICAL_IDX - /
ALIGNMENT_PAD

validate

Rl AccountSharedData0
and

update

Transaction
Context

—
Data : Arc<Vec<u8>>

Executable : bool
Rent_Epoch : Epoch

AccountSharedDatat

Lamports : ub4

Data : Arc<Vec<u8>>
Owner : Pubkey
Executable : bool
Rent_Epoch : Epoch



New Interopera

cpi call .

translate
LU O L EY Pubkey

2.
AccountMeta lookup per-tx

account cache
with Pubkey

AccountMeta[0] Is_Signer
\ . Is_Writable P
Instruction s’
Key : &Pubkey STACK 3. Key : &Pubkey
Lamports : Rc<RefCell<&mut u64>> translate Lamports : Rc<RefCell<&mut u64>>
Data : Re<RefCell<&mut [u8]>> Accountinfo0 Accountinfo Accountinfo0 Data : Re<RefCell<&mut [u8]>>
Owner : &Pubkey Accountinfoi Owner : &Pubkey
LS LS ' Key_Addr : accounts : &[Accountinfo] 1 R
Is_Signer :bool Lamports_Addr Is_Signer :bool
Is_Writable : bool Data Addr .. Is_Writable : bool
Executable : bool accounts : &[Accountinfo] BN Owner Addr Accountinfo0 Lamport/ Data RefCell i SRl Executable : bool
Rent_Epoch ™
Accountinfo0 Lamport / Data RefCell gueSt Is_Signer
s Accountinfo1 Lamport / Data RefCell addr Is_Writable
t ptr Executable t otr
guestp Accountinfo2 Lamport / Data RefCell guesip
3. resolve data / ptrs
K K
ACCOUNTO -0 Owner CallerAccount ACCOUNTO -0 owner AR
Lamports Lamports <
%AE%P:JEQL_IDX = Lamports : &mut u64 e ICPSAgI%NII\:gQL_IDX
S Pt | | I | [
ORIGINAL_DATA_LEN : ‘ Original_Data_Len : usize ny ORIGINAL_DATA_LEN :
KEY : N SERIALIZED ACCOUNTO - 1 Serialized_Data . &mut [u8] D <Y :
LAMPORTS . SERIALIZED Key VM _Data_Addr —— o . 5
DATA;LEN ACCOUNT1 - 0 Owner Ref_TO_Len_ln_VM : &mut U64 ““ \‘::‘ \‘\:“‘ DATA;LEN
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Updating MemoryRegion.Host_Addr
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Bug

Missing check of guest address when updating MemoryRegion

update_caller_account(
invoke_context: &InvokeContext,

memory_mappling: MemoryMapping,
1s_loader_deprecated: bool,
caller_account: CallerAccount,
callee _account: BorrowedAccount<' >,

direct_mapping: bool,
) —=> Result<(), Error> {

direct_mapping caller_account.original_data_len -~ 0 {

region - memory_mapping.region(AccessType::Load, caller_account.vm_data_addr) /;
callee_ptr - callee_account.get data().as _ptr() u6b4;

region.host_addr.get() callee_ptr {
region.host_addr.set(callee_ptr);



Bug

Missing check of guest address when updating MemoryRegion

direct_mapping caller_account.original_data_len {

region - memory_mapping.region(AccessType::Load, caller_account.vm_data_addr) /;

callee_ptr - callee_account.get data(). tr() 04 ;
region.host_addr. () callee ptr {
region.host_addr. (callee_ptr);



Bug

Missing check of guest address when updating MemoryRegion

< >,
) —> <(), > {
direct_mapping caller_account.original_data_len {
region memory_mapplng. ( B , caller_account.vm_data_addr) ;
callee_ptr - callee_account.get data().as _ptr() u6b4;

region.host_addr.get() callee_ptr {
region.host_addr.set(callee_ptr);



Bug

Missing check of guest address when updating MemoryRegion

 How does cpi know which region to update?
» Search through MemoryRegions for matching virtual address
* Where does that virtual address came from?

 CallerAccount, and users have full control over VM heap

direct_mapping caller_account.original_data_len 0 {

region memory_mapping.region(AccessType::Load, caller_account.vm_data_addr) ’;
callee_ptr = callee_account.get_data().as_ptr() u6b4;

region.host_addr.get() callee_ptr {

region.host_addr.set(callee_ptr);

}
}
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- t 1. Search returns MemoryRegion1 (Region for Account0 Data)
cpl re u rn 2. The Host_Addr is compared against Account1 Data Buffer Addr

3. A mismatch occurs and Host_Addr is modified
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- t 1. Search returns MemoryRegion1 (Region for Account0 Data)
C pl re u rn 2. The Host_Addr is compared against Account1 Data Buffer Addr

3. A mismatch occurs and Host_Addr is modified
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- t 1. Search returns MemoryRegion1 (Region for Account0 Data)
cpl re u rn 2. The Host_Addr is compared against Account1 Data Buffer Addr

3. A mismatch occurs and Host_Addr is modified
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- t 1. Search returns MemoryRegion1 (Region for Account0 Data)
cpl re u rn 2. The Host_Addr is compared against Account1 Data Buffer Addr

3. A mismatch occurs and Host_Addr is modified
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cpl re u rn 2. The Host_Addr is compared against Account1 Data Buffer Addr

3. A mismatch occurs and Host_Addr is modified
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Failed plan
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* New Research Areas:

 Consensus algorithms, zero knowledge proofs, etc.



Thanks for Listening




