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Versions

• New mechanism: Direct Mapping 
• Legacy versions: ≤ v1.14.x

• New version: v1.16.0


• Reported and patched: June-July 2023.
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Data copies are costly
It works! But At What Cost? 
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Direct Mapping 

• Introduced in v1.16.0


• Avoid copying AccountSharedData.data


• Copy on Write only
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“Shared” Account Data
AccountSharedData.Data
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• State


• Readable (read only)
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• CoW (Handle Vector buffer reserve)



New Memory Regions 
MemoryRegion.State

• Write permission check rules


• Account fields are only writable if the Account is marked as writable in the 
instruction 


• Only the account Owner can modify Owner / Data fields


• …
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• How does cpi know which region to update? 


• Search through MemoryRegions for matching virtual address


• Where does that virtual address came from?


• CallerAccount, and users have full control over VM heap

Bug
Missing check of guest address when updating MemoryRegion
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• Complex and interesting vulnerabilities exist


• Modern Language ≠ Memory Safety:


• Rust can still have memory bugs


• New Research Areas:


• Consensus algorithms, zero knowledge proofs, etc.



Thanks for Listening


