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Agenda

ǒ Introduction

ǒ Bluetooth Internals

ǒ Demonstrating vulnerability in the code

ǒ Exploitation strategy

ǒ Exploit stability improvement

ǒ Impact and Implications

ǒ Pwn2Own results and timeline
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Introduction



Intro :: About me
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ǒMikhail Evdokimov

ǒ Senior Security Researcher at PCAutomotive

ǒReverse-Engineering & Vulnerability Research

ǒ Keen interest in wireless technologies

ǒHave been pwning Bluetooth since 2021

tw: @konatabrk

https://twitter.com/konatabrk


Intro :: Pwn2Own IVI Targets
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Intro :: Alpine Halo9

ǒ Alpine Halo9 iLX-F509

ǒ External In-Vehicle Infotainment (IVI) 

ǒ Touchscreen display

ǒ USB / WLAN / Bluetooth

ǒ Apple Carplay & Android Auto

ǒ iDatalink Maestro Compatible
ƺ External CAN adapter
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https://www.alpine-usa.com/product/ilxf509-alpine-halo9-hi-res-multimedia-receiver
https://www.idatalink.com/product/product/product_id/1


Intro :: Alpine Halo9
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Intro :: Alpine Halo9 :: Firmware
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ǒ Firmware was obtained from EMMC chip

ǒWithout desoldering

ǒ Used X-ray to identify traces

ǒWas conducted by our teammate Polina Smirnova

https://twitter.com/moe_hw
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Bluetooth Internals



Bluetooth :: Stack
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reference: Dissect Android Bluetooth for Fun & Profit

https://github.com/wlya/Bluedroid/blob/master/Dissect%20Android%20Bluetooth%20for%20Fun%20%26%20Profit.pdf


Bluetooth :: HCI Link Connection
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Bluetooth :: HCI ACL Fragmentation

12



Bluetooth :: L2CAP Channels
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ǒ The logical connection between two endpoints in peer devices
ƺ Endpoints are BT Profiles identified by PSM (analog to TCP/IP ports)

ǒMultiplexing over HCI Link

ǒ Identified by Channel ID (CID):
ƺ SCID- Source endpoint CID

ƺ DCID- Destination endpoint CID



Bluetooth :: L2CAP Channels
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Two types of L2CAP Channels:

ǒ FIxed Channels
ƺ Static SCID / DCID

ƺ L2CAP Signalling Channel(SCID=1)

ƴ Creating dynamic L2CAP Channels

ǒ Dynamic Channels
ƺ Dynamically allocated SCID / DCID

ƺ Types: Basic, ERTM, Streaming, etc

ƺ Service Discovery Protocol (SDP) is accessible before authentication



Bluetooth :: L2CAP Channels
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